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Introduction 
 
Nominet is an internet company best known for managing the .uk domain, operating at the heart of 
e-commerce and running one of the world’s largest internet registries with more than 10 million 
domain names.  
 
Nominet’s work touches on many areas ranging from enhanced internet security, to investment in 
social programmes that use the internet and the development of internet standards and policy. 
Nominet is also concerned about improving levels of trust and security in the .uk space. Nominet has 
stated that it aims to play a supportive role in encouraging further growth in online trading and e-
commerce as a major source of economic development, through the provision of a safe and secure 
UK internet space. 
 
At present, .uk is organised under a hierarchical structure in which consumers and businesses 
register at the third level, such as example.co.uk or example.me.uk.   From time to time, Nominet 
has been asked why it is not possible for consumers or businesses to register at the second level, 
such as example.uk.  This would mirror the simpler structure of .com and most other country code 
Top Level Domains.   
 
The current hierarchical structure, inherited by Nominet in 1996, was decided on at a very early 
stage in the development of the UK internet. It seems likely that a UK registry starting from scratch 
would simply enable registrations directly at the second level.  However, with more than 10 million 
registered domains under the current structure, simply migrating all existing users into a new 
second-level structure could impose unacceptably high costs on registrants.  
 
With these two drivers in mind, the direct.uk proposals were brought together subsequent to 
market research about the features that registrants and intending registrants would find attractive 
in a domain name. These included security features combined with the ability to register a directly at 
the second level. The objectives were twofold: to offer registrants increased choice in how they 
might wish to develop their online presence; and to create market-led incentives that would have a 
positive impact on increasing security and trust in online transactions.  
 
Following a careful assessment of the possible issues, risks, and opportunities, the Nominet Board 
approved the publication of Nominet’s consultation on a set of proposals for a new service based on 
a second-level structure termed ‘direct.uk’, sitting alongside the existing .co.uk, .org.uk and so on. 
The proposed service included additional security features intended to enhance end-user trust and 
hence make the product particularly attractive to those wishing to trade online.  These proposals 
were intended to set out at a high level, the possible ways in which we might achieve this objective 
and did not seek to set out concrete implementation procedures for any particular proposition. 
 
As noted in our consultation document, Nominet sought stakeholder views on the potential new 
service which was intended specifically for businesses and would represent the most comprehensive 
package of security measures included as standard by a country code registry. These measures 
included malware monitoring and notification, DNSSEC, and contact data verification. The service 
would also require that registrants have an address for service in the UK, giving consumers a better 
ability to seek redress in the event of a dispute.  
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The consultation process  
 
Nominet recognised that the proposal would present a number of implications for those involved in 
the .uk domain name space and we considered that consultation was essential to elicit views from a 
very wide range of stakeholders in order to inform thinking and to ensure that the potential benefits 
and costs of the proposals were fully understood. The principle of wide consultation with all classes 
of affected stakeholders also reflects Nominet’s wider corporate mission, which includes a 
commitment to operating in the public interest. When consulting, Nominet has regard to the 
Cabinet Office’s guidelines on principles of effective consultation. 
 
This consultation on the direct.uk proposals was the largest and most extensive public consultation 
exercise ever undertaken by Nominet. As a qualitative exercise the consultation sought:  
 

• to gain a wide range of views; 
• to understand the potential impact of the proposals; 
• to ascertain where there are issues of divergence; and,  
• to also identify whether there is any broad-based consensus on particular issues.  

 
Particular efforts were made to engage with organisations representing small as well as large 
business interests, Nominet’s registrar channel, and public authorities to gauge the broader public 
interest. Whilst it is important to consider the frequency and nature of comments, it is also 
important to note that some respondents will have represented the perspectives of a substantial 
range or number of members within their own organisations, or their own duties to represent the 
public interest. Therefore their feedback has been taken into account and weighted accordingly.  
 
The consultation was published on 1 October 2012 and formally closed on 7 January 2013. A very 
small number of stakeholders requested extensions to the deadline in order to enable them to 
complete their submission. All of these were granted. 
 
The consultation process was designed to be as accessible as possible and included proactive 
outreach to specific constituencies and open meetings to reach relevant stakeholders. Measures 
adopted included: 
 

• Ensuring the consultation document was made available in a variety of forms: interactive 
PDF, hard copy with freepost return, and an online survey that could be saved and returned 
to prior to completion.  

• Providing a full-time secretariat to collect and collate feedback via email, phone, individual 
meetings, and to respond to requests for information with a dedicated telephone number 
for the consultation.  

• Proactive targeting of particular communities, including business and industry individually 
and through representative bodies, public authorities including law enforcement, second 
level domain managers, the registrar channel to market, consumer organisations, security 
and identity assurance experts, and civil society.  

• Working with particular groups to support them in reaching out to their own members and 
stakeholders by providing news stories or briefings for their members.  

• A series of public roundtable events.  
• Senior members of the Nominet management team took part in all events to hear feedback.  
• Awareness raising of the consultation via the media and social media. 
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Feedback elicited a very considerable volume of responses, most of which were substantive in 
nature and reflecting a very broad range of views. The means by which feedback was received is 
summarised in the following table: 
 
Completed consultation documents 
comprising: 

712  

Nomensa online survey tool: 687 submissions 
Completed pdf submitted via email: 25 submissions 

  

Other substantive feedback received as letters; emails; or responses to 
individual or all questions but not contained in the consultation 
document (does not include strings of correspondence from individuals, 
which are counted as one submission).  
 

109 

Telephone feedback (does not include repeat callers or callers requesting 
clarification). 

17 callers  

Clarification requests by email  35 

Other supporting documents 8 

Nine public meetings offered to stakeholders  
• 4 x public meetings in London for stakeholders across business 

and industry, public authorities, registrars, civil society, 
consumers, and others;  

• An "Open House" for 7 hours in London  
• Public stakeholder meetings in Cardiff, Glasgow, Belfast and 

Manchester  
• A joint industry meeting with an IT member association 

 

99 attendees 

Registrar Conference 50 attendees, +50 
remote participants  

Preliminary feedback to draft proposals from sample stakeholders 10 

Bilateral Meetings 10 

Automated email campaign1 78 

Circulation of hard copies of consultations 600+ 

 
 

                                                           
1 Nominet received 78 emails that were generated through the completion of an online template from individuals lodging 
their objection to the proposal. The identical emails expressed the view that the introduction of registration directly at the 
second level would have a negative impact on the existing .co.uk market. 

http://co.uk/
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Respondents to the consultation 
 
We received feedback from a large number of stakeholders from a broad range of sectors and areas 
of interest. In some cases, stakeholders contributed feedback via more than one mechanism, for 
example by attending a meeting as well as submitting a written response. Further, a number of 
stakeholders self-selected more than one stakeholder group when providing feedback via the online 
tool.  
 
Based on the total number of responses received through the various channels including meetings 
and telephone calls, approximately half of all stakeholder respondents were classified as small to 
medium sized businesses (SMEs) with fewer than 250 employees. Large companies (those with more 
than 250 employees) accounted for less than ten percent of responses and more than a third of 
stakeholders indicated that they were responding in an individual capacity. The consultation also 
elicited responses from a number of public bodies including Government departments, law 
enforcement, and regulators. Representatives from civil society groups and academia were also 
represented comprising more than 5% of respondents. A small number of respondents selected 
‘Other,’ indicating their area of work to be outside the specific categories outlined in the 
consultation.   
 
Representative bodies and trade associations constituted a relatively low number of individual 
written responses, preferring to participate in meetings or roundtables to represent the aggregate 
view of their own stakeholders or members. These frequently comprised significant numbers, such 
as thousands of small businesses, professionals from within the IT industry, or multiple trade 
associations and global brand owners.  
 
Nearly one fifth of all feedback was from stakeholders in Nominet’s registrar channel. In total, these 
registrar stakeholders manage almost 70% of domain names registered within the .uk space. Nearly 
two thirds of responses from the channel were submitted from registrars who manage less than 
1,500 domain names. A quarter of all channel respondents was active in the secondary market and 
constituted approximately 5% of all respondents to the consultation.  

 
Comments on the consultation process 
 
Reach 
 
It is worth noting at the outset that the consultation process has itself attracted comment.  Some of 
these were complimentary about Nominet’s commitment to consultation, and the extent of its 
outreach and accessibility in seeking views. Others however, specifically criticised Nominet for not 
directly emailing each of the registrants of domains in .co.uk and other second level .uk domains to 
draw their attention to the consultation. 
 
After taking legal advice, Nominet considered that it would be disproportionate to use the registrant 
contact data that had been provided to send unsolicited emails to registrants that were not 
specifically related to the provision of their existing registered domain(s). Given the specific 
protections and prohibitions contained in the Data Privacy and Electronic Communications 
Regulations, many of the registrants who might have received such an email could have objected 
that this was an inappropriate use of their contact data and contrary to their data protection rights. 
As Nominet went to significant lengths to promote the consultation including working with business 
organisations representing small businesses or specialist interests, and using media outlets, it is 
satisfied that this approach was appropriate and that the consultation received significant and broad 
stakeholder input – particularly from existing registrants. In terms of written responses, the majority 
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of respondents self-selected that they were a “small to medium sized business”. Approximately 91% 
of respondents indicated that they currently held a domain name in one of the second levels (eg. 
.co.uk), and of the individual SME respondents who submitted written input to the consultation, 88% 
stated that they currently held a domain name in .uk.  
 
Table of written responses to question 10b: Please tell us if you already hold a domain name in one of 
the existing second levels in .uk (eg .co.uk.) 
 

Yes 654 91% 
No 39 5% 
No response 24 3% 
No response (email respondents) 104 

 
 
Impact of the consultation 
 
We received a small number of comments that the consultation had not been conducted in good 
faith. We consider that, given the considerable efforts made during this process to engage and 
consult, far greater in scale than anything conducted by Nominet before and comparable to the 
consultation processes that a major public authority would follow, this assertion cannot be 
reasonably justified.  
 
We also received some complaints that the act of consulting was itself destabilising to existing 
business and should never have taken place.  The same could of course be said for many public 
consultations which could lead to material changes in economic conditions for certain businesses.  
Throughout the process Nominet has been at pains to emphasise that no final decisions had been 
taken on the direct.uk proposal and that feedback would be thoroughly considered before any final 
decision was taken.  
 
We have also been criticised for our decision to not publish all of the feedback that we received to 
the consultation. It may be helpful to note that this consultation was designed not as a referendum, 
but to support the Nominet board’s decision-making and was therefore focused on securing full and 
frank feedback from all stakeholders in the community – in a variety of forms as outlined above. In 
any event, the wide-ranging nature of the different types of feedback, from calls, meetings, and 
conversations as well as formal consultation submissions would make this impractical. In keeping 
with our standard practice, we have not requested and therefore have not been granted permission 
to publish all responses in full. Respondents are free to self-publish their submissions should they so 
wish. 
  

 
About this summary  
 
A new policy development process for .uk was put in place in autumn 2010.  A key feature of the 
new process was the establishment of a Policy Secretariat to manage policy development. One of 
the functions of the Secretariat in the .uk policy process is to ensure that all inputs to a consultation 
are effectively captured to help inform the Nominet Board’s decisions. 
 
This Secretariat summary seeks to capture the range and depth of the feedback that we received 
from stakeholders throughout the consultation period. Feedback has been examined both as 
individual submissions as well as in the aggregate to specific questions. In reviewing inputs to the 
consultation, the frequency with which views were expressed as well as the perspective of the 
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stakeholder offering the input were taken into account. The summary also considers this feedback in 
the context of the potential impact on stakeholders and the .uk domain space, Nominet’s strategic 
objectives and stated public purpose. In particular this document is intended to identify and contrast 
key concerns, support, consensus, and issues that may benefit from further examination dependent 
on decisions to be taken by the Board.  Where appropriate, the Secretariat also offers commentary 
or narrative to assist understanding of the feedback. 
 
This summary was circulated to the Board for its discussion on 26 February 2013. It reflects the 
opinions of stakeholders and not necessarily the opinions of Nominet. 
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Part I: Summary of key themes in the consultation feedback 
 
In this section, we outline the major recurring themes from the responses we received. These do not 
map exactly onto the consultation questions that we asked.  Broadly, there are three over-arching 
themes: 
 

• Would direct.uk be a good idea from first principles – does it satisfy an unmet market 
demand at an acceptable cost in terms of disruption/confusion? 

• Enhanced security features: Is it right to seek to enhance security?  If so, are the proposed 
features the right ones?  And why not, as an alternative, enhance security across the entire 
.uk domain space (or a dedicated ‘secure’ second level within the existing hierarchy). 

• Is the proposed release process equitable and fair?  
 
 

Principle of introducing direct.uk 
 
In general, there is not a clear consensus of unreserved support amongst stakeholders for the 
direct.uk proposals as they currently stand.   Many stakeholders liked some but not all aspects of the 
proposal (eg security features), whilst a small proportion of stakeholders declared that they were 
fundamentally opposed to the concept of the direct.uk proposition which enabled registrations at the 
second level whether it included additional security features or not.   
 
A principle behind the direct.uk proposal was the support for the digital economy through the 
creation of a specialised second level .uk domain name service that could support UK businesses 
online and enhance consumer confidence through features that sought to ensure greater security. 
Feedback from stakeholders elicited a broad range of views – many of which focused on the 
principle of whether domain names should be registered at all at the second level concurrently with 
the existing third level domain structure.  The feedback from stakeholders fundamentally opposed 
to the proposal typically considered that Nominet should be concentrating its efforts on ensuring the 
continued efficient performance of the existing domain space infrastructure it is responsible for. 
 
Whilst a significant proportion (although less than half) of stakeholders supported the package 
presented by the direct.uk proposals, about the same proportion of stakeholders were opposed to 
the overall concept. The balance of views is made up of those who support the registration of 
domains at the second level but would like substantive changes to some or all features to garner 
their full support, or those who remain undecided. 
  
Keeping pace with change  
 
Some stakeholders felt that the proposals were necessary to keep the .uk domain space ‘relevant’ 
and competitive with other TLDs 
 
Stakeholders who supported registration at the second level often stated that they felt that it was in 
line with the direction of travel of the global domain name space and urged Nominet to introduce 
direct.uk quickly stating that it was “long overdue” and “About time. Why [has it] taken so long?   .fr 
.de etc have been around for ages”.  
 

“As I mentioned above we believe there would be demand for direct .uk and would be more 
than happy to offer it as long as the barriers to registration aren't too high. Timing will also 



12 
 

play a part in its success. With the imminent launch of the new gTLDs direct .uk needs to 
happen swiftly or potentially be drowned out by the noise from other new gTLDs.” 
 
“We urge Nominet to consider their position with urgency. The window of opportunity and 
minimal consumer confusion for Nominet falls between now and Q4, 2013. Any public stage 
launch after that date will be distracted by an exasperated and vast TLD landscape. The clear 
message and objective of security and trust from a new .UK domain name space will be 
significantly diluted if launched thereafter. We urge Nominet to act decisively and quickly.” 

 
Others especially supported the inclusion of malware monitoring as part of the registry’s operations 
stating that these should “indeed be part of the responsibilities of Nominet if it is to justify its 
continued existence and avoid being replaced by a statutory body.” Other statements cited the 
increasing expectations from users, and how the opening of the second level presented a good 
opportunity to increase standards and enhance security and/or trust in the online space.  A small 
number of stakeholders outlined what in their view was Nominet’s duty to act as a “standard 
bearer” for the domain name industry and that with the introduction of new gTLDs presenting 
further competition to the registry, features such as compulsory DNSSEC and contact verification 
should be taken up to ensure that Nominet could keep pace with the competition.  
 
Increasing name availability 
 
Some stakeholders considered that direct.uk would extend consumer choice, though many argued 
that strong anti-cyber-squatting measures would be required to achieve this. 
 
A considerable proportion of stakeholders perceived the ability to register in the second level as a 
positive step, citing that they felt that this would increase the availability of attractive domain 
names. In this connection, many made references to their hope that Nominet would deal strictly 
with “cyber-squatting” and ensure that the registration of domain names was not available to 
parties who were not using them directly in connection with the provision of goods or services. On 
closer examination, most of these stakeholders conflated the term “cyber-squatting” with “domain 
holding”, but these stakeholders viewed both activities as equally detrimental to their own 
businesses: 
 

“I would prefer it if .uk domains could only be registered by registered companies and not be 
sold to domain holding websites. It seems that 90% of the current useful free domains are 
being sat on and companies are being held to ransom trying to obtain them. Maybe a 
company should justify why they want a particular domain and show relevancy even when in 
general availability in order to prevent squatting.”  

 
“Leave it open to cyber squatters and financial speculators and this exercise will have been a 
waste.”  
 
“This has been a long awaited TLD. I have fears that a lot of people and companies will 
'squat' these domains or register these domains only to redirect to an existing .co.uk domain 
or even a .com domain. I think companies during the sunrise and onwards period should be 
required and required to demonstrate that they will utilise this .uk domain as their primary 
company domain and to its fullest potential.”  
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Market demand 
 
Views on the level of market demand were mixed.  The level of low demand for DNSSEC was raised by 
some registrars who were otherwise in favour of the proposal. 
 
As we have noted, many registrars stated that there would be a high level of interest in direct.uk 
based on their own interaction with registrants.  Against this, some stakeholders suggested that 
Nominet had not demonstrated that there was a clear market demand for such a direct.uk service as 
compared with the introduction of features that could be offered to the existing register. Within the 
feedback, demand for the individual features tended to vary, whilst demand for the entire service as 
presented was generally low.  There was feedback from some registrars querying the design of the 
service, reflecting that in their own experience they had not seen evidence of demand for some of 
the proposed features:  
 

“We remain unconvinced as to the need and demand for this new domain. While we support 
elements of what is being proposed we do not see why these cannot and should not apply to 
Nominet’s existing portfolio.” 
    
“We do not receive any customer requests for this [DNSSEC] so we are not clear what the 
rationale for this is given the scale of technical requirements, we are yet to be convinced of 
the business case.” 

 
A number of respondents recognised that whilst broader DNSSEC adoption might be ‘a good thing’ 
for UK internet users, they noted there was little actual demand for a DNSSEC product at present. 
Some highlighted that some countries had increased DNSSEC adoption through the use of positive 
inducements.  
 
Second level registrations without increased security requirements 
 
A significant proportion of stakeholders declared that they were not opposed to the concept of 
second level registrations, but they broadly disagreed with the premise of promoting a higher 
security bar for direct.uk.   
 
This, they felt, would by inference decrease trust in third level domains in the existing .co.uk space. 
These views were divided into those stakeholders who considered security outside of the remit of 
the registry and those who felt the security provisions ought to be optional: 
 

“We suggest a new direct.uk domain name service with no stringent local presence 
requirement, contact validation in a form of business registration as proof of company 
legitimacy, and DNSSEC be an optional feature until it is more widely used and implemented 
on DNS resolver.”   
 
“I am not opposed to the principle of enabling registrations directly in the second level and 
believes in a liberal registration policy, but the bundling in of the associated features are not 
just unnecessary but ill-thought out or beyond the scope of a registry’s role.” 
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Second level registrations with increased security, but a different phased release 
 
Acceptance of the principle of direct.uk was strongly linked to stakeholders’ expectation of securing 
domain names in the phased release. 
 
Stakeholder support for direct.uk depended greatly on whether they expected to have a first right of 
refusal to a direct.uk domain under the release proposals:  
 

“Yes, I think the .uk proposal is probably how the UK domain structure should have been 
originally. My only concern is providing the protection to those like us who have actively used 
a .co.uk domain for many years and should be given a priority claim over the .uk suffix. I'm 
not actually sure whether anyone would have a trademark over our .co.uk usage but such a 
trademark would not have allowed them to take the .co.uk usage away from us and I don't 
think it should therefore give them priority over the same .uk domain.” 
 
“I agree with the principle of .uk domains and the extra value and security you are proposing 
but feel that initial priority should be given to existing .co.uk domain holders who are 
satisfactorily able to prove their entitlement. I believe that over time the .uk domain would 
rightly become the default domain for the UK and it would certainly be bad for my business if 
I were unable to secure the .uk registration for our current .co.uk domain.” 
 

It should be noted that amongst those holding this view, a range of stakeholders were represented 
including existing registrants in .co.uk and .org.uk, registrars, those with trademark rights, and those 
with brand or other unregistered rights. As a result, stakeholders presented conflicting opinions 
about how if launched, a direct.uk release should be ordered and competing rights should be 
prioritised.  
 
Increased security requirements without second level registrations 
 
Many stakeholders who disliked the principle of second level registration nonetheless welcomed the 
focus on increased security.  Some argued for inclusion of security features either across the board 
throughout the .uk namespace or in new ‘secure’ second levels under the existing hierarchy 
  
Nominet’s objectives to increase security in the domain name space were commended by the vast 
majority of stakeholders. However, many raised concerns about perceived disruption arising from 
the enabling of registrations directly at the second level and as a consequence of the proposed 
phased release, in combination with the anticipated consumer confusion between direct.uk and 
.co.uk. They felt this disruption would outweigh the benefits that the additional security might bring 
to end-users and registrants. These stakeholders typically also cited the costs to business of 
defensive registrations or the subsequent impact on existing registrants who might not have the 
ability to secure the direct.uk domain that they felt entitled to due to their position in the proposed 
phased release. As a consequence, many stakeholders were unconvinced of the need for a second 
level registration as an inherent part of the proposals, whilst supportive of the objective to increase 
security: 
 

“As an IT consultant I have many clients who already need to purchase .co.uk and .com 
versions of their domain name in order to protect their brand. What you are proposing will 
also require my clients to purchase .co [sic] domains, increasing their costs without providing 
any tangible benefits. All of the additional benefits mentioned in this consultation (eg. 
DNSSEC requirement, virus scanning, trusted logo, confirmed registration address) could also 
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be applied to .co.uk domains without requiring my clients to have to purchase and manage 
yet another domain name.” 

 
“Do we really need another domain!  The enhanced extra security is welcome but doesn't 
change the fact that this new domain is not needed. The Actual domain name is getting more 
and more irrelevant as user behavior shows that people type the domain/company name 
into google then click on one of the results rather than type the domain directly, even when 
they know the domain name.  It just becomes another domain that companies need to 
acquire and maintain.   Also I think it will create some confusion just as the recent .co TLD did 
whenever someone saw the domain with only .co at the end (eg  www.myname.co) the first 
impression was that it was a mistake and it was meant to be .co.uk!” 
 
“I support a more secure service, but not with registrations at the second level.” 
 

The majority of stakeholders, including those who were broadly supportive of the direct.uk 
proposals, raised concerns about the impact of the introduction of a new space that would be 
perceived by consumers as “more secure and more trusted” than domains in the existing second 
level spaces. This view was expressed by a range of stakeholder communities including those in 
brand protection, small business, and technical communities. These stakeholders most frequently 
advocated that features made available in direct.uk should be offered on an optional basis in .co.uk 
and other SLDs to counter any negative impact. This view was exemplified by one respondent who 
stated:  
 

“The direct.uk proposal should be decoupled from any security or whois data integrity 
proposals.  The verification of whois data validity and mandatory DNSSEC signing proposals 
are good ideas, but should be implemented on the existing .uk SLD namespace rather than 
using these as an argument for the addition of the direct.uk namespace. The addition of the 
direct.uk namespace stands to potentially cause widespread confusion among end 
users/consumers as well as increasing costs for rights holders increasing the amount spent 
on defensive registration of domain names. Trying to educate users on the difference 
between various domains in the .uk namespace is hopeless, and a trust mark is unlikely to 
change anything.” 
 

It was also argued that a broader public benefit would be more easily achieved through the inclusion 
of security features as part of .co.uk, .org.uk and other second levels. Some of these stakeholders 
stressed the view that it was illogical to have one space operating at a lower or higher standard than 
others and, in light of consumer expectations, it might be reasonably expected that such standards 
would be applied across the board:  

 
“There is no need for .uk - you should just make .co.uk and .org.uk more secure by adopting 
the proposals you outline for .uk and implementing them for .co.uk and .org.uk. The general 
public will have no idea that there is a distinction between .uk and .co.uk and they will get 
very confused if say my-company-name.uk and my-company-name.co.uk are owned by two 
different companies.” 

 
A small number of stakeholders stated that the proposals would result in Nominet depriving itself of 
further second level opportunities and that  Nominet should instead consider the creation of second 
levels specifically dedicated to registrants who wished to adopt additional security and verification 
layers – eg “.secure.uk” or “.safe.uk” for companies that could specifically verify their status and 
security.  This point was illustrated by the comments: 
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“No because it would create user confusion and upset existing stakeholders i.e. .co.uk 
registrants.  As alternatives:  
1. Add-on trust mark can be created to add to any existing domain.  
2. Third level domain can be created, example: .trust.uk, .sec.uk, .tm.uk with all those 
security features.” 

 
This argument appears to imply that whilst domains in .co.uk would be undermined by those in 
direct.uk, they would be less so by domains in a space specifically referred to as “.secure.uk”. It is 
not clear from comments received why this would be the case. 
 
Consumer confusion and awareness of existing second level domains  
 
Stakeholders gave different, and often contradictory views on the impact of direct.uk on consumers’ 
own behaviour and awareness.  It is however clear that the existing second level hierarchy is itself a 
source of confusion 
 
Many of the stakeholders opposed to direct.uk raised seemingly contradictory points about the 
consumer confusion that would arise from the registration of domains at the second level. One 
argument advanced was that consumers would be inherently confused by the co-existence of a 
.co.uk space and a direct.uk space where it would be possible for the registrants of identical domain 
strings in each space to be different, for example internet.co.uk and internet.uk.  
 
An alternative argument was that consumers would perceive domain names in direct.uk as “more 
secure” or “more trusted”, and thus by inference result in a consumer perception of .co.uk being less 
secure and potentially a “Wild West”.  We note that whilst both of these concerns are valid they 
cannot both be universally true. Certainly some consumers may fall into the first group, whilst some 
may fall into the second. However individual consumers would be unlikely to recognise a direct.uk 
space as “more secure” and yet simultaneously also perceive the .co.uk space and direct.uk space as 
one and the same. 
 
Other stakeholders, predominantly those involved in the sales channel to registrants, tempered this 
view and highlighted that in their experience registrants and consumers were already capable of 
differentiating and navigating between different domain name suffixes such as .org.uk and .co.uk as 
well as other TLDs including .com and .org. In their view they believed that whilst there may be a 
“bedding in” period this would not generate significant concern.  Some stakeholders believed 
however that this confusion would not be positively offset by any benefits of increased security, and 
that the features could actually lead to a false sense of security on the part of registrants and 
consumers.  
 
These stakeholders stressed that the existing hierarchy provided logic and structure to end users, 
and to offer second level registrations would confuse this logic. Further they suggested that .co.uk 
had now managed to build an awareness level similar to .com. As such, Nominet should seek to 
consolidate and build on this brand awareness in the face of new gTLDs, rather than launch a space 
that would potentially dilute this brand recognition.  Similar views were expressed by stakeholders 
who stressed that whilst they were not opposed to the raising of the bar in terms of security or 
registrant verification, that such measures would be more effectively implemented across existing 
second levels, taking advantage of the brand recognition that already exists: 
 

“ICANN is in the process of wrecking the intuitive nature of the current root by not 
appreciating that a small number of choices at in the top levels of a hierarchy makes it easy 
for end users to understand it and have confidence in it. I can appreciate that in this context 
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there is pressure on Nominet to follow a similar path, however I believe that the simplicity 
and widespread knowledge of the current second level domains is hugely preferable to the 
alternative proposed. Direct .uk would not deliver its promised benefits, would have 
significant downsides and would turn every existing .uk registrant into a second class citizen. 
Please do not implement these changes.” 

 
It is worth noting however that the majority of stakeholders, particularly those with non-technical 
backgrounds, submitted feedback that reflected a limited awareness of the current second level 
domain spaces. For example, a small number recommended the creation of dedicated spaces for 
verified UK companies, illustrating a lack of familiarity of .ltd.uk and .plc.uk.  
 
Security features and ‘trust’ 
 
Whilst there was considerable support for efforts to increase security, a number of stakeholders 
supported Nominet’s objective to increase security in the domain name space, but stated that 
Nominet’s features as outlined were flawed.  Many stakeholders considered that enhancing trust 
through direct.uk could only be achieved by diminishing trust in the existing second levels.  
 
Some stakeholders argued that the verification procedures and the trustmark that indicated that the 
domain had signed up to malware monitoring and notification, were flawed and would create a 
“false sense of security” for registrants and end users. Some stakeholders drew the distinction 
between trust and security, and highlighted that whilst security could engender greater trust, 
security systems in themselves did not guarantee that internet users could safely transact with a 
website. As such, a number of stakeholders involved in security and identity assurance, advocated 
that Nominet either consider examining other approaches to adopting more holistic and robust 
security mechanisms, or moving towards identity validation by adopting standards to promote trust 
such as SSL2 or DANE3: 
 

“If Nominet intends to encourage secure sites, …  recommends that instead of monitoring for 
malware, organisations consider security is throughout the lifecycle of the site – from initial 
concept, right through to deployment, operation and disposal. This has been shown to be the 
most effective way to reduce the occurrence of exploitable vulnerabilities in deployed sites, 
and is widely adopted.” 

 
Overall there was a strongly held view from a majority of respondents that the proposals would 
undermine the trust already built in .co.uk and other .uk second levels, and that it would be unfair to 
position direct.uk domains as “more secure” than those in existing second levels. This was especially 
contentious in light of Nominet’s promotional campaigns highlighting trust in .co.uk domains and the 
proposed phased release whereby .co.uk registrants would not necessarily have a primary right to 
the matching direct.uk domain.  A number of stakeholders who had invested substantial amounts in 
.uk domain names indicated that they felt especially aggrieved that these proposals had devalued 
their portfolios in which they had invested in good faith.  Some argued that if Nominet’s over-
arching objective was to meet a public benefit test as outlined in Nominet’s constitution, then 
focusing its efforts on securing the register as a whole – rather than one space – would appear to be 
more in line with promoting this objective. 
 
  

                                                           
2 SSL, or “Secure Sockets Layer” is a protocol for encrypting information over the internet providing 
communication security.  
3 DANE, or DNS-based Authentication of Named Entities Transport Layer Security Protocol is a working group 
developing protocols that allow certificates to be bound to DNS names using DNSSEC. 
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Part II: Security 
 

Overview of feedback 
 
A fundamental feature of the direct.uk proposal was the inclusion of mandatory security 
requirements including malware monitoring and notification and DNSSEC, along with the provision 
of a trustmark. A diversity of views on the security proposition and its individual components were 
expressed across all sectors, and this overview seeks to identify the common themes that were 
present in all stakeholder groups – whether positive, negative, or otherwise. It was also possible to 
identify some nuanced or anecdotal views that were more prevalent in specific communities or 
expertise groups. For example, technical audiences identified the potential technical demands and 
obstacles of the security proposals, whilst a significant number of stakeholders in the small business, 
civil society, and security sectors focused their comments particularly around the potential impact of 
the security proposals on themselves or users. Registrars were frequently concerned about the 
division of responsibilities and processes that would arise pursuant to implementation.   
 
The over-arching theme of feedback to this section – and noted as consistent in the responses to the 
whole consultation – was the concern that for Nominet to require these security features as 
mandatory in the direct.uk space whilst withholding them from .co.uk would inevitably devalue the 
.co.uk and .org.uk spaces, creating a two-tier domain name space:  
 

“This is a commendable idea for Nominet to provide as part of the direct.uk suite of services. 
However, I think that this is something that should be offered across the board for all domain 
name registrations under any extension in the UK domain name space as an optional service 
that registrants can subscribe to if they wish. The rationale for this is that the current 
proposal seems to be creating a two track/two tier domain name space, whereby any 
domain name registration directly under .UK is seen to be "better" and more secure than a 
registration under, for example .CO.UK. This would appear to penalise entities who have built 
up substantial goodwill and reputation using their .CO.UK domain name. However; if they 
continue to operate using their .CO.UK domain name they may potentially be viewed by 
internet users and customers as a security risk and thus less secure for online transactions. I 
think this situation is something that should be avoided. By making the routine monitoring of 
domain names an optional extra, registrants can demonstrate their commitment to secure 
online services to their customers by choosing to pay for this service.” 
 
 “By introducing this service would you not be implying that existing .co.uk and .org.uk 
domain name holders are offering a less secure service on apparently untrustworthy 
domains?  This is an entirely unnecessary add-on in my view. There are a plethora of similar 
existing services that will almost certainly be better at doing what you are proposing for 
less.”    

 
It may be helpful to note that whilst certain groups, in particular those in the technical community 
that were adamantly opposed to the proposals or identified perceived weaknesses in the malware 
proposition, were supportive nonetheless of Nominet’s proposal to implement DNSSEC in the 
direct.uk space as mandatory:  
 

“You are a registry - people pay money for a couple of lines in a zone file - your business 
starts and ends with DNS.  I would fully endorse the mandatory enforcement of DNSSEC on 
any registrations at the .uk level as long as that same mandatory enforcement was imposed 
on all other .uk SLDs after a suitably long period (say, five years).” 
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In general, there was stronger support from all stakeholder groups for the mandatory use of 
DNSSEC, as well as comparable support for Nominet to promote the adoption of DNSSEC more 
widely within the register. This is most likely because those stakeholders agree that it is within 
Nominet’s remit to secure the domain name system proper but that this precludes any activity that 
could border on regulating content. 
 
Nearly half of stakeholders who offered feedback via the online consultation did not comment on 
these aspects of the proposals, and an objective assumption is that these stakeholders did not object 
to, or have any specific views on this aspect of the proposals, but did not necessarily agree 
unreservedly. However, many other respondents expressed the view that the proposed security 
measures would serve to enhance security – and that this in itself was a very positive and important 
objective. Further, at roundtable sessions and meetings which offered the opportunity for dialogue 
with stakeholders, discussion suggested that concerns about the potential introduction of 
mandatory security features were focused on two areas: 
 

• The security features (including verification) as outlined were not robust enough to ensure 
they could not be easily circumvented and would be challenging to enforce, potentially 
leading to a false sense of security for registrants and end users.  

• That the provision of security features in only one space would detrimentally impact the 
perception of domains in other .uk second levels. 

 
Amongst the many stakeholders who stressed that there were weaknesses in the security 
proposition, there were those who suggested that these features should be abandoned altogether 
due to their flaws. Some indicated that they viewed Nominet’s proposals as  “lip service” efforts to 
increase security and that they should therefore be re-cast in order to ensure that the 
implementation of such features was more “meaningful” and less “easily circumvented”. With 
respect to the latter assertions, a sizeable proportion of stakeholders stated that they would support 
an enhanced secure second level space if the features themselves were deeper and more rigorous to 
comprehensively contend with the cyber-security issues that Nominet was seeking to address and to 
provide a higher degree of trust: 
 

“I welcome this initiative to ensure direct .UK web presences are to be trusted as free of 
malware.  However, the public's trust in a web presence will overlook this nuance and the 
brand will be damaged if direct .UK web presence is found to be flawed in other ways, such 
as being operated by dodgy people.” 

 
In particular, these stakeholders drew attention to the broad range of other cyber-security risks 
facing end users, which would fall outside of the scope of malware monitoring and notification: 
 

“'Blocking' a 'domain' is fraught with difficulty. What constitutes a 'domain' (i.e., the thing to 
block)? MX records, for example, determine how email flows. If www.example.uk is serving 
malware, but the entire example.uk zone is removed from the .uk TLD, then email stops 
flowing to example.uk. If www.example.uk is a well-behaved web site, but mail.example.uk is 
an open SMTP relay being used to distribute malware, a similar dilemma is introduced. 
Monitoring is insufficient, and blocking an entire zone is too blunt an instrument.  Detecting 
malware distribution is also practically impossible. Peer-to-peer networking, FTP, IRC, and a 
plethora of other protocols can all transmit malware or carry botnet command-and-control 
messages from a host that is associated with a "domain". Only the most blatant defacement 
of a very public web site appears to be contemplated in this consultation. It would be 
misleading to assert that an entire domain is not materially participating in distributing 
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malware, simply because a few web hosts do not appear to have malware reachable via 
HTTP.” 

 
“How exactly can you tell the site you're scanning is secure? Just because it's not hosting 
malware doesn't make it secure. What a load of tosh.” 

 
Consistent with the major feedback theme to the issue of principle to allow second level 
registrations with compulsory security, was the broadly made point that the security proposals were 
not significant or robust enough to engender trust and real security. As a consequence, the direct.uk 
service was not perceived as being differentiated enough from existing domains in .co.uk, .org.uk 
and other SLDs but rather – an “upgraded” or “enhanced” version:  
 

“… direct.uk should not be a makeover of an existing .uk SLD, but a standalone product 
offering users something that today's .uk namespace does not have. The new domain should 
be designed and implemented as a[n] alternative to existing .uk SLDs. There should be no 
overlap between them and the new product.  This is the basic philosophy with which we have 
approached direct.uk and this theme will be prevalent in all our answers.  Malware 
monitoring is one of the proposed new features which will help set direct.uk apart from 
existing .uk SLDs, and we support it. This type of product is not yet readily available as a 
service provided by a registry for an existing ccTLD or gTLD and we believe it will help make 
direct.uk a premium domain offering something that cannot be found elsewhere.” 

 
These comments illustrate the view amongst existing registrants of third level domains that the 
direct.uk service is not a differentiated complement to the current portfolio, but a substitute, that 
registrants feel they would be compelled to register in order to protect their online identity.  The 
fact that a large number of registrants may already have security systems and processes in place to 
protect their domains and users from online threats reinforces this opinion.  
 
Stakeholders also highlighted concerns that the contact verification process – in particular the PIN 
process – would do little to prevent committed fraudsters from securing a domain name and that in 
order for end users to have confidence in a domain’s trustworthiness, that it would be more 
appropriate to move towards an “identity verification” standard rather than contact verification. As 
such, combined – there was a not insignificant number of stakeholders who stated that they would 
support the security objective of proposals if these were ramped up to more reliably ensure security. 
 
Whilst some stakeholders agreed that other more effective and reliable methods for contact 
verification were potentially available, they argued that objecting to the proposal’s security 
objectives on the basis that they could be circumvented was “not a good enough reason not to seek 
to secure the domain space”. Committed fraudsters would find ways to circumvent systems 
regardless of how sophisticated the measures might be. Rather, they stressed the importance of 
ensuring an initial barrier to entry that would act as a deterrent to fraudulent activity and could 
support consumer protection, balanced with a need to for processes that would not unduly add 
disproportionate costs and time on legitimate businesses wishing to get online or protect their 
online presence. The feedback to the proposal for contact verification is outlined in greater detail in 
the balance of the summary. 
 
As noted above, a minority of stakeholders, predominantly from technical communities, stated that 
Nominet’s proposals were contrary to its role as a registry and that it was unnecessarily extending its 
reach beyond that of managing the .uk domain space. Amongst those who took this view, some 
highlighted that there were already a significant number of third party providers offering malware 
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services – many for little cost or for free – and others who stated that Nominet’s involvement in this 
sector would be potentially unwelcome as it competed with their own existing service offering:  
 

“I see site monitoring as a “nice to have” feature, but to be honest I do not see it adding any 
value because these services are already provided by others. My hosting service provider, for 
example, provides continuous site monitoring for free.  I of course agree that security is 
extremely important and necessary steps should be taken to improve security. However, if 
Nominet were to implement this feature I believe that it should be optional, at an additional 
cost, and not a standard feature of .uk.” 
 
“I believe the offering of such monitoring and security features is the preserve of the security 
industry.  I don't think it is the role of an Internet registry to provide such services as part of 
an internet domain name registration bundle…Online security should remain the preserve of 
the online security industry - Registry bundling products including such services remove the 
opportunity for its registrars to generate ancillary revenue on .uk products through the 
provision of similar services (e.g. SSL, scanning, etc.)”. 

 
In contrast, some stakeholders including those from the security sectors, welcomed Nominet’s 
proposals to work in this field suggesting that it would increase awareness and take-up of security 
measures amongst registrants and therefore also competition in the industry:   
 

“I[n] general it seems to me that any step that leads to greater security on the internet is to 
be welcomed. It would be good if the malware scanning could be purchased as an add on for 
the other UK SLDs we register and sell. I agree with the DNSSEC requirement.  My only 
concern is that it made plain to the Registrant that 1. It is their final responsibility to ensure 
their site is malware free 2. That the absence of a report of Malware does not equate to the 
absence of malware.” 
 
“We already offer this type of service to our customers.  Were other stakeholders able to 
offer similar services then we'd be able to achieve a better overall experience, layering the 
monitoring and giving a defense in depth to domain owners and therefore users of those 
domains, so yes, we agree with this proposal.” 
 

A significant number of stakeholders similarly held the view that malware monitoring was the strict 
responsibility of the registrant rather than the registry: 
 

“It is the responsibility of site providers to provide security and of users (or their ISP) to check 
this. It should not be a function of the domain registrar [registry].  Of course not all domains 
have a "site".” 
 
“I personally believe this service is unnecessary and a responsibility that should be carried by 
an individual or the company responsible for the domain. Will Nominet be liable in the event 
that it fails to protect a domain?” 

 
These statements highlight the frequent conflation of the proposed mandatory malware monitoring 
as part of the domain service freely purchased by a registrant – and the idea that Nominet was itself 
taking on unchallenged responsibility for internet security.  
 
Secretariat commentary: There are clearly steadfastly held views amongst some of Nominet’s 
stakeholders that the registry’s purpose is only to maintain the register and direct domain name 
traffic. However, for some time and as outlined in Nominet’s Memorandum of Association, the 
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organisation has stated that the provision, development and promotion of privacy, security, safety, 
anti-abuse, anti-fraud, anti-spam and trust mechanisms in areas relating to the objects of the 
company and as such the offering and deployment of such services would not be contrary to the 
company’s stated purpose.  The development and provision of such services could also support 
Nominet’s corporate objective of providing resilient and secure systems as well as processes that 
contribute to the development of technical standards and best practice. 
  
There is also clearly scope for tension between the objective of creating a new domain space to 
increase “trust and security” and that of continuing to support those domain names that have been 
existence for some time in .co.uk and operated by businesses that have developed a reputation for 
trust over time.  These domain names may have contributed to the trust that consumers already 
identify with .co.uk – and hence new businesses often register a .co.uk because of its “tried and 
tested” nature.  
 
Overall, choice-led and market demand have underpinned much of the successful evolution of the 
domain name space today. There are clearly different drivers of decision-making for registrants and 
end users and offering a choice of services that can positively influence online behaviours is 
important. On the one hand, there is evidence that would indicate that consumers and registrants 
view trust and security as an important consideration when transacting online. On the other, 
consumers and registrants also view security as somewhat peripheral to their internet experience, 
and where offered the option to “opt-in” to additional security measures or updates rather than be 
required to “opt-out”, evidence demonstrates low take-up on their part. This inconsistency draws a 
distinction between the “desire” for security and the actual “demand” for security and leads to an 
important policy consideration of whether and how the provision of a new service to the domain 
name market such as direct.uk might positively impact the security behaviours of registrants and end 
users as a result of its mandatory features. 
 
 

Malware Monitoring & Notification 
 
Views from stakeholders on the concept and principle of Nominet providing such a service depended 
largely on whether they had some technical viewpoint or experience. In general, those respondents 
who were more experienced in technical matters focused on practical questions concerned with 
implementation. A frequent issue used to draw attention to potential fallibilities of implementation 
models was the prospect of “false-positives” and how Nominet would deal with those instances. 
 
Whilst there was a majority view that all efforts to enhance security for end users were highly 
regarded, some felt that the prospect of offering malware monitoring and notification to 
stakeholders would not be effective in itself in solving the issues that Nominet was seeking to 
address.  
 
Non-technical respondents and larger registrars were more likely to support the provision of the 
malware service in the interests of increasing internet safety:  
 

“As a proactive measure this would provide an early warning to registrants and help educate 
on a wide range of vulnerabilities and dangers. We see this as an example of the registry 
taking a lead role in increasing awareness, encouraging registrants to take further proactive 
measures and helping to prevent further Internet crimes and abuses.” 
 
“…I support this proposal. The safety for end users will be beneficial to the validity of a 
website.” 
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“I think it is a good idea, as long as it does not impact the performance of the site.” 
 
“It's a great idea, web security is more important now than ever before, especially with the 
increasing lengths criminals will go to and the tools they have at their disposal becoming 
more adept and widespread.” 

 
Nominet as a provider malware service 
 
Overall, there was a lack of consensus as to whether Nominet should provide a malware monitoring 
service as part of direct.uk, particularly if the service were mandatory. Whilst there was unqualified 
support from some respondents for this proposal, there was a considerable range of objections as to 
the implementation of such a service. This included the current commercial service offering of other 
providers in the security and internet sectors including registrars, technical challenges associated 
with suspension of the domain name following a positive identification of malware, and concerns 
about monitoring of domains being beyond the remit of the registry:  
  

“This is an important step towards protecting the public, as well as making businesses aware 
of their responsibilities when serving websites to a global audience. Many websites have had 
malicious code for months before action is taken, at which time third parties such as search 
engines begin to 'blacklist' a particular domain name until the malicious activities cease. This 
has caused in recent times a larger burden on search engines whom [sic] morally have a duty 
of care as they direct the public to websites. Direct monitoring would ensure that action is 
taken sooner, and further awareness of this problem is highlighted.” 
 
“I believe offering an alternative for customers who are proactive in protecting themselves 
and their clients against malware etc is excellent as I know of some people who even when 
they have been informed of a problem on their site either do nothing or perhaps do not 
understand the potential harm they may be causing.  It can be very difficult for a website 
owner to portray to potential customers that they do take their online presence seriously and 
are a conscientious company/individual and so your proposals for the .uk would go a long 
way towards assisting this.  Also for people who do not perhaps have someone to support 
them in their online services they would have the reassurance that they were receiving a level 
of protection for their domain that they would not know how to achieve themselves.” 
 
“This is a conflict of interest with other products that the Registrar market can sell to end 
users. Customer and end user expectations would be that this is a service that would also be 
available on other TLDs. 
If the domain name is registered on our TAG but the hosting is with another provider, this 
causes a conflict as the domain name can potentially be suspended under this proposal, but 
we would not be able to assist in the resolution.” 
 
“Unneeded. Such monitoring and notification is already done by many companies, such as 
Symantec and Google. Website owners also have options to purchase additional monitoring 
services should they require this.  As well, providing this service opens Nominet up to liability 
for undetected viruses and malware.” 
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Process and impact 
 
There was significant concern raised about the process of monitoring and the impact of the 
proposed suspension sanctions, particularly amongst technical respondents. They frequently queried 
how Nominet would manage false positives from both operational and liability perspectives. They 
also sought to highlight that existing malware detection services and anti-virus software were 
themselves imperfect, and would only be able to detect known viruses and malware. Points were 
also raised with respect to whether and how the monitoring of domains would be cascaded down to 
sub-domains, and the challenges associated with scenarios where the second level domain operator 
might be different to the direct.uk domain controller:  
 

“Malware on a site cannot always be attributed to the primary host domain. With cloud 
services, data mashups, advertising and shared hosting, it is possible for malware to 
originate from another included source, possibly outside the control of the site's owner. 
Malware may also be related with spam email from a particular domain, even if there is no 
website as such...Conversely, some parts of sites may not be easily examined by external 
monitoring. This includes functionality that is not linked to, role and channel-specific content, 
some Ajax interactions, and areas of a website requiring authentication (by customers, 
citizens, administrators, etc) where some of the most critical business logic is often found.” 
 
“I think this scanning idea is a bad idea, no checking system can be 100% accurate and gives 
internet users a false sense of security. Not only this but false positives by any scanning 
technology have the potential to severely impact a business.” 
 
“A mechanism for domain owners to reject false positives should be possible - no automated 
malware scanner is perfect - and some web sites may be marked as BAD when they are in 
fact inert.”  

 
A small number of respondents suggested that suspension of a domain should never be undertaken 
by the registry to counter malware. Many technical and business respondents also highlighted the 
dependence of email on a domain name and how a weak suspension process could have a 
detrimental impact on a registrant. In relation to concerns about the potential disruption to 
registrants of infected domains, many stakeholders were especially concerned about the 
proportionality of suspension as a means of enforcement, expressing their desire for a high 
threshold of evidence being set out prior to any action being taken, and that suspension be an open 
and transparent process. As such there were also a number of recommendations regarding how 
Nominet should seek to manage the potential impacts of this feature on registrants with a view to 
maintaining the integrity of the direct.uk space whilst avoiding unintended consequences:   
 

“False positives are something of a concern here. I would be unhappy about any automatic 
suspension without a careful manual review.” 
  
“If website owners are to give you the power to shut down their websites, they must trust 
you completely. To this end, your criteria for blocking a domain, including your precise 
definition of malware, must be completely public, and the process for doing so must be 
completely transparent.” 
 
“In an ideal world, one would suggest 24 - 48 hours for action to be taken by the registrant of 
a domain name to ensure that any risk of spreading malware and/or viruses is restricted as 
soon as possible. Clearly, if Nominet are to implement such a service; they would need to be 
certain that malware and viruses have been detected in association with a domain name and 
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provide solid evidence of this before taking down a domain name. In addition to this, 
Nominet would need to make sure that every effort is taken to contact a registrant within the 
24- 48 hour notification period. A simple email might be missed and Nominet could face 
consequences for taking down a major commercial website.” 
 
“Viruses and malware scanning should be the responsibility of the site owner. While other 
registries (e.g. .xxx and new GTLDs) are planning to offer a free malware scanning service for 
the domains in their registry Nominet needs to be careful not to position this as an 
authoritative service. To do so would be to lull consumers into a false sense of security with 
potential legal implications for Nominet when malware is not detected by its systems. 
Nominet needs to be very careful in the case of “false positive” takedowns, which can be 
disastrous to businesses trading online.” 
 
Many stakeholders, whether supportive or opposed to the malware proposals, expressed a 
desire for clarity around what the registry or registrars might be required to do to support 
registrants whose domain was identified as having malware. In connection with suspension 
timeframes, some also highlighted the lack of technical knowledge that registrants might 
have and the impact such an approach would have on, in particular, small businesses: 
 
“I get that [malware monitoring] already from Google. If the listing of web pages in Google's 
search results is closed to me, I lose web traffic. But that doesn't shut down a whole domain, 
by which I would lose email etc. Cutting of internet access just because you, or rather your 
automated monitoring, thinks something may be amiss is not proportionate.” 
 
“We support this proposal, subject to sufficient advice and assistance being given.” 
 
“Whilst we agree with the principle we are concerned how "suspension" will work in practice. 
There is a significant risk to businesses if they do not understand how to implement the 
changes required to remove and prevent particularly sophisticated viruses and malware. 
Whilst offering, in principle greater protection to UK users it could also be used to maliciously 
damage businesses especially small ones who do not have the expertise or resource to react. 
 
What is the process for notifying the site owner and supporting them in fixing any issue. Is 
this Nominet's or the registrar's responsibility?” 

 
A small number of stakeholders also suggested that a trustmark indicating that the domain had been 
monitored for malware would be misleading to consumers. Many  considered it impossible to 
guarantee that any domain is completely “malware-free”, but consumers that have a relatively low 
level of awareness of malware, would perceive the trustmark as being a “badge of security:” 
 

“…Nominet cannot hope to comprehensively detect all malware, so all this can ever be is a 
notification that some malware may have been detected at source but that the user will still 
need to provide their own protection…The trustmark therefore cannot guarantee anything 
and is consequently completely useless to the user.” 

 
Specific concerns were raised by a very small number of respondents about the impact such 
suspension would have on the domain’s ranking in search results following suspension:  
 

“Good idea in general but I suspect very tricky in practice. What about for instance, the 
possibility of false positives (i.e. we've found malware and there isn't any) or in the other 
direction complacency (your site is passed as clear but you're still infecting)? I'm also not 
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aware of an industry standard procedure for checking for malware or viruses. I don't think 
automatic suspension should be an option either. A small business site could find a 
suspension very difficult and expensive to recover from. And don't forget the longer a site is 
down the more it affects the rankings...” 

 
The scale of the malware problem  
 
A number of stakeholders stated that they did not feel that the malware proposition would be 
effective in solving issues that Nominet was seeking to address. Further they asserted that the scope 
of malware itself was overly narrow in terms of cyber-risks and as such was too simplistic an 
approach to cyber-security. Some of these respondents felt that the threat of malware was but one 
area of “cyber-risk” and that the benefits of monitoring would be insufficient as it was in itself an 
ineffective tool. They suggested that the scope could be widened to include fast-flux, botnets and 
data theft, which would have a stronger impact on enhancing cyber-security: 
 

“Threats target a wide range of vulnerabilities in websites and their supporting systems; the 
vast majority of which would not be detected by the suggested monitoring…” 

 
Conversely, some suggested that the definition of malware itself was potentially too wide and could 
act as a “slippery slope”. However well-intentioned the initiative, there was a risk of scope creep into 
content censorship in the absence of clear, agreed definitions:  
 

“Although I think the principal of monitoring and disabling domains that distribute malware 
or viruses is worthwhile, I am concerned that the process may be very unaccountable and 
provide a mechanism for future censorship.  To avoid the risk of abuse or unfairness, 
monitoring for malware should be done by an independent, noncommercial party, according 
to a published definition of what constitutes malware.  There needs to be a legally binding 
right of appeal.  The definition used for 'malware' should be narrow and widely non-
contentious, otherwise there is a risk that boundaries may blur and other 'abusive' content 
may start to be included.  The anti-malware system must not be allowed to become a back-
door method to target alleged copyright infringement or political protest etc.” 

 
Meanwhile, others advocated a need to acknowledge that malware was an ever-evolving risk and as 
such definitions of malware would need to change over time in order for the service to keep pace 
with future risks.  
 
Secretariat commentary: This range of views would indicate that if Nominet were to proceed with a 
malware monitoring and notification feature that considerable thought should be given to the need 
for clarity and certainty of definitions and the scope of the malware offering. Nominet would need to 
clearly define the purpose of the malware monitoring in order to bring certainty to its objectives and 
to ensure that any service is not expected to be a “silver bullet” for all cyber-risks but equally that it 
does not act as a potential watershed into content monitoring.  
 
Were Nominet to proceed with direct.uk including the proposed security features, it would need to 
give careful further consideration to possible implementation mechanisms and liability concerns 
given the potentially major consequences of a suspension to a registrant.  
 
Nominet would further need to examine whether the service would provide support and guidance for 
registrants, the cooperation and communication with the registrar, and how suspension should be 
treated as a last resort where efforts to resolve the infection have failed – possibly only following a 
manual process for examining the domain and the malware.  
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Therefore if suspension is to form part of the process for addressing malware, Nominet would need 
to consider the development and provision of tools that can meet the needs of registrants and 
internet users in support of our public purpose.  Resilient and secure systems and processes that are 
not completely automated but rather bring human interaction to the process of guiding a registrant 
through the challenges of dealing with a malware problem may support Nominet’s mission and 
strategic objectives and increase registrant confidence in such a service. 
 
Liability 
 
A number of stakeholders stated that in connection with the possibility of domains returning false 
positive results, registrants may suffer financial or other losses arising from the subsequent 
suspension of their domain, potentially exposing Nominet to liability and other associated risks: 
 

“If Nominet can do this without incurring liability and/or responsibility for these tasks, and at 
the same time "stick to its knitting" in terms of its core competences and trusted status, then 
OK. The risk for Nominet as an NFP [not for profit]/pro bono organization is that, at some 
undetermined point in the future, for some reason however unexpected/unforseeable, 
Nominet fails in its stated/contractual duty of offering monitoring and notification to 
registrants of malware/viruses...What happens then.....??” 
 
“Monitoring domain hosted content is an editorial function. By taking upon any such 
editorial function Nominet may become legally liable for any and all content hosted upon any 
.uk domain. This is not a responsibility of liability that belongs with Nominet and Nominet 
should not be engaging in any activity that may bring about such responsibility or liability.  
Suspending domains opens Nominet to the possibility of legal liability for resulting losses.” 

 
Secretariat commentary: Should this feature be included as part of any future service Nominet would 
need to demonstrate that it has developed a robust process for identifying the presence of malware 
on a domain (including the definition of such as highlighted earlier) and for notifying the registrant. 
Nominet would need to consider how to ensure the process is transparent and that registrants 
understand the potential impact of suspension in cases where the malware issue is not addressed. 
Nominet would also need to provide clarity about its contractual liability in cases where a false 
positive was acted upon and the registrant suffered disproportionate damage as a result of this 
action.  
 
Availability on existing third level domains 
 
A significant proportion of respondents who commented on the malware proposition stated that 
they felt the malware service should be offered as a service to third level domains. This suggestion 
was advocated by stakeholders who both supported the direct.uk proposition as well as those who 
felt that the registration of domains at the second level was either unnecessary or that second level 
registrations should be decoupled altogether from the concept of security: 
 

“Why does such service has to be reserved to the .uk zone and not be offered to third level 
registrations which could benefit from it?” 
 
“I believe it is very important that these services are offered across the entire .uk namespace 
(ie including .co.uk, .org.uk, etc) to ensure that these existing domains are not inadvertently 
asserted as unsafe.” 
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Amongst those who recommended that malware notification and scanning be made available as an 
addition to third level domains, some suggested that this be offered as an “add-on” option for 
existing registrants whilst others advocated that Nominet phase a “migration” of these features onto 
the existing register over a defined timeframe. Obviously, the mandatory inclusion of these features 
across the register may well be subject to the issues that stakeholders outlined above:  
 

“I do not believe it is in Nominet's best interests to offer this service to domain owners, 
however if implemented, the proposal should be offered as an additional, stand alone 
package for all existing (and planned) domain extensions.” 

 
“Our suggestion is that you go ahead with the new .uk domain as set out in your paper and 
that you announce your intention to bring all of the other domains ending in .uk into an 
improved security regime.” 
 
“We strongly endorse measures to enhance security online and welcome the additional 
security measures being proposed. However we consider it essential that the same security 
measures are made available to the .co.uk and .org.uk domains as to the direct .uk service. 
Otherwise the .co.uk and .org.uk domains will be undermined in comparison, with user 
confidence damaged along with companies who have already invested significantly in such 
domains over many years.   We urge that a deadline is set for the introduction of the security 
measures to the .co.uk and .org.uk domains and that these are mandatory, with any 
additional costs (which we trust will be marginal) being charged at renewal, unless a user 
wishes to use a trust mark (see below) in which case a charge may be levied on the granting 
of the mark.” 

 
Registry bundled services and third parties  
 
Whilst there was a broad theme throughout stakeholder feedback questioning whether the direct.uk 
features should be mandatory or voluntary, this question was not raised as frequently in the context 
of malware as compared with the DNSSEC feature. However, discussions with stakeholders on the 
implementation of a malware service raised questions as to whether Nominet intended to allow 
registrants to purchase malware services from third parties and, where able to demonstrate 
compliance with a malware standard, be permitted to register in the direct.uk space. It was noted 
that this might support registrant choice, as some registrants might prefer to nominate their security 
supplier and indeed that some registrants may already exceed the security bar that had been set by 
direct.uk, on their current domains. Several registrars and others in the security sector commented 
that Nominet should consider a framework whereby registrars could offer compliant services on a 
like-for-like basis to registrants rather than being required to sell a bundled service: 
 

“I can only draw a parallel to the situation that we have in our own industry.  We offer SSL 
certificates through multiple partners and success/quality only comes from us either directly 
doing the validation or gathering data from partners and double checking against the same 
set of rules (ie the only way to ensure consistency and quality).   It also means we are unable 
to issue in some cases but the needs of the many out way the needs of the few and I hope 
Nominet will establish methods that allow partners to use consistent quality mechanisms for 
entity checking/validation, many of which can/should be developed by Nominet itself.” 

 
Some smaller registrars stated that they would welcome the ability to offer additional Nominet 
services to registrants that they might otherwise find difficult due to the inability to negotiate 
favourable terms with suppliers. Other respondents highlighted Nominet’s lack of standing in the 
security market when compared to alternative well-established security providers. There were a 
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small number of individuals who were concerned that the provision of such a service by a third party 
could have an undue impact on the competitive landscape of the malware and security market 
arising from Nominet’s position in the chain. In contrast, other stakeholders stated that Nominet’s 
entry into the security-provision sector would be helpful to competition and awareness. Some 
registrars have commented that such services would “cannibalise” their own market, and that many 
registrants would wish to have a choice over the provider of such services for commercial or other 
reasons.  
 
Secretariat commentary: In order to reflect Nominet’s mission to deliver a safe and secure .uk space, 
Nominet could consider the optimum means by which to encourage the take-up of increased security 
requirements, particularly as it was noted that voluntary security tools aimed at consumers have 
relatively low adoption, even where they are offered for little or no cost. In addition, when 
considering whether to move forward with direct.uk and in what form, account of whether the 
mandatory nature of some of the features such as DNSSEC would inhibit market development may be 
warranted. 
 
Nominet’s role and registrant choice 
 
Concerns were expressed by some respondents, predominantly from technical communities, as well 
as those from civil society about the scope creep of the registry, who questioned whether providing 
such a service was within the remit of the registry. Concerns centered around how invasive 
“monitoring” might be and whether the malware service constituted an unwarranted level of 
intrusion, as the potential definition of malware could be as broad as to include “content” (an area 
that Nominet has traditionally sought to avoid). Some felt that this acceptance of “monitoring” 
would signal a watershed with Nominet examining and approving content – and potentially 
suspending that which did not meet future standards. 
  
In contrast, a number of respondents who supported the proposition stated that it was important 
that the domain name industry played its part in managing cyber-risks: 
 

“Nominet is a registry. You are there to maintain that registry, not to concern yourselves with 
the workings of domain names. If domain owners wish to use these services, there are many 
suppliers already making such services available.” 
 
“Online security is essential and any well thought out proposals to improve this aspect are 
welcomed. However, improved online security should a matter for individual choice and not 
imposed by Nominet. Improved security measures should be offered to all current .uk domain 
registrants now. I would ask why is "direct.uk" required to improve security when it should be 
offered now?  Security should be available to all .uk domains and not used to differentiate 
alternative domain types. This could easily create a first and second class system of 
domains.”  
 
“At first read a good even great idea, thinking on it further it does have sound merit. 
However I am most wary of the current mindset that everything everywhere needs to policed 
for "your own safety".  There will be I suspect an additional cost component for this policing 
which will be unwelcome by registrants and unfortunately a temptation to carve out more 
control and responsibility which should be avoided.  A flexible balanced process that would 
help and support the administration of domains should be welcomed, a draconian net nanny 
should be avoided at all costs.” 
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Impact on users and awareness 
 
Key to the success of any Nominet service targeted towards internet users and registrants is 
understanding how their behavior might be affected by the service and whether they might be able 
to easily distinguish between a direct.uk domain and one in another domain space. Concerns were 
raised by public authorities, registrants, and consumer interests about how such awareness might be 
generated and whether the impact would have a positive impact on behaviours or otherwise:  
 

“Our primary concern is about the end user experience of being able to accurately 
differentiate sites with the enhanced security from those that do not.” 
 
“The malware scanning service is likely to drive the wrong sort of behaviours in site owners. 
Site owners must be security aware and proactive in ensuring the security and integrity of 
their site and, by extension, their customers' data. The incentive for investing in this sort of 
capability seems to be significantly eroded by a third party scanning service which would 
likely be seen as absenting the site owner from any responsibility – “we'll be told if our site is 
compromised” will be the refrain. Given any malware scanning solution can only look for 
malware it already knows about, it is by definition of limited value. We believe that good 
information assurance and governance is the way to manage security, with external 
validation (such as a scanning service and independent penetration testing) being part of the 
set of mechanisms that provide assurance that such policies and governance are being 
followed.” 
 
“The verification of whois data validity and mandatory DNSSEC signing proposals are good 
ideas, but should be implemented on the existing .uk SLD namespace rather than using these 
as an argument for the addition of the direct.uk namespace.  The addition of the direct.uk 
namespace stands to potentially cause widespread confusion among end users/ 
consumers…Trying to educate users on the difference between various domains in the .uk 
namespace is hopeless, and a trust mark is unlikely to change anything.” 

 
Suspension of an infected domain  
 
There was a very broad range of responses to the question of how long registrants should have to 
resolve any notified infection before their domain is suspended, with fairly even distribution of 
answers across all options from 24 hours to 14 days. 
 
As noted above, a small number of stakeholders advocated that suspension of a domain should 
never be considered as an option. Several respondents had difficulty in specifying a timeframe and 
suggested that their preferred timescales should be considered “minimum” or “maximum” periods 
to suspend an infected domain. Many stakeholders raised additional comments or caveats in 
relation to their position. For example, those who felt that suspension was a positive outcome 
frequently highlighted the need to restrict access to “fraudulent” or “infected” sites swiftly in order 
to maintain consumer confidence in the direct.uk space, to minimise harm to end users, and to 
protect the integrity that other registrants had relied on in being part of a “secure” space:  
 

“Registrants should remove infections as quickly as possible in order to protect the integrity 
of the .uk domain. However, due consideration should be given to small businesses in 
particular who may not have the finances or resources to be able to comply to strict rules. 
Instead of suspending the domain, a possible solution could be that a notification is put up on 
the website for a few days saying it may be compromised before the site is completely 
suspended.” 
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As noted above, others drew attention to questions of implementation. These included how 
Nominet proposes to manage the potential for false positives, and how the suspension process 
could be more flexible to deal with situations dependent on the type of infection and its location, 
type of registrant, and how procedures might deal with “repeat offenders”. Some supported the 
two-stage approach to enable the registrant to be put on notice and remedy the situation: 
 

“Although 7 days may seem like a long time, the domain suspension deadline really depends 
on the (potential) impact of the notified infection and the impact to the business in question 
of having their domain suspended. If any other controls or restrictions can be imposed short 
of domain suspension then these should be considered within 48 hours of notification.” 

 
The most frequent comment about suspension highlighted the need for suspensions periods and 
procedures to be proportionate, acknowledging that some smaller businesses may lack the expertise 
to resolve issues in a short timeframe:  
 

“[14 days] As a minimum guideline. Registrants go on holiday too!  May find it difficult to 
find adequate service to remedy the infection.  Could these services become extortionate as a 
result?” 
 
“As an individual hosting my domains in a third party I am subject to delays in responding: 
dependency on a third party and my own availability (eg. holiday to location with limited to 
no internet access). Equally a small organisation (consider a local charity run by non-
technical volunteers) may not have the skills to hand to respond.  This is rather different to 
an actively operating organisation (commercial or not).  Therefore any process but consider 
the nature of the registrant, not just assume there is an IT department.” 
 
“Suspending a domain is a drastic action in that it immediately impacts all business 
conducted within that domain.  The impact of suspension will vary greatly between domains.  
Taking action against a randomly-generated name hosting nothing but malware is clearly in 
the best interests of everyone.  Doing so for my personal domain may be a mild 
inconvenience to me.  Doing so for my employer's domain would have a severe impact on the 
work of thousands of people.  Nevertheless even large organisations cannot be expected to 
have 24x7 IT support and may have none whatsoever for periods such as between Christmas 
and New Year…” 

 
Respondents who were generally opposed to the malware feature as being outside of the scope of 
the registry were consistent in their opposition to the prospect of suspension by the registry. This 
was in contrast to other stakeholders who stated that suspension itself would be unnecessary as the 
domain would no longer feature in search results:  
 

“Google already offers all the protections you're proposing and more, does so for free, and 
does so in a way that "fixed" websites can be reinstated without delay or hassle.” 

 
Stakeholders offered a number of alternative approaches to the process of suspension. These 
included the use of splash pages to notify end users of the suspected status of a domain, whilst 
others suggested that Nominet leave this notification to the browser community:   
 

“I agree that a user should have time to fix the problem and that you don't want to force a 
website to go down. On the other hand as long the website/domain is online users will be 
infected. Could it be a consideration to force a DNS update and redirect users to a temporary 
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page that indicates that this website is temporally offline.  In this case the Nominet could do 
a zone transfer to only impact the affected website and keep all other related sites, mail etc 
for this domain online. This would require a second DNSSEC key to be published.” 

 
“Registrars could encourage registrants to enter into a voluntary agreement with the 
registrar and registry, allowing the registry (which often also handles DNS for the registrant) 
to immediately disable an infected FQDN, thereby reducing the likelihood of having the entire 
domain suspended, ensuring normal operations for non-infected FQDNs on the domain and 
normal operation of email for the domain.  The .uk registry should also provide the public 
with a way to look up infection status for a domain in real time, even before a domain has 
become suspended. This will allow web browsers to look up infection status and protect 
internet users on a voluntary basis. Nominet should look into ways to flag infection warnings 
for domains in the registry's zone file, so that infections can be flagged by resolvers at DNS 
lookup.” 
 
“Nominet should not suspend whole domains, but rely on browser filtering to protect the end 
user against malware and phishing in sub-domains and url paths associated with the 
domain. Any domain which has been complacently hacked with no other content other than 
malware or phishing should be immediately suspended.” 

 
Secretariat commentary: As noted in the overview, should malware notification and suspension form 
part of a new service Nominet would need to ensure that registrants are provided with the advice 
and support that they need to address and remedy where malware is identified.  As part of this effort 
Nominet would need to work together with its registrar channel to develop and implement effective 
processes that are respectful of the relationship between the registrar and registrant.  It would 
therefore be important to take into consideration that domain names are not solely used for websites 
for search and could continue to infect even when not served up in a search result. Nominet would 
need to be clear that the service is designed to identify where malware is present and not to identify  
fraudulent sites  Nominet would need to take care to develop an open procedure for false positives 
including those that are indicated as malware free, and those that are not, and ensure that liability 
points are addressed.  
 
 

A Trustmark 
 
The consultation requested comments on the proposal to offer a visible trustmark to registrants of a 
direct.uk domain name. Whilst nearly half of stakeholders who responded to the consultation 
offered no comments on this feature, the views that were expressed were of course contingent in 
large part on the views stakeholders had previously expressed on the malware monitoring service.  
 
Many small businesses were supportive of the trustmark concept, noting that it could bring greater 
value to consumers provided that it was clear to consumers what the trustmark denoted. Indeed, 
stakeholders frequently saw merit in the application of the trustmark  to the existing second levels, 
even where those stakeholders reserved their support to the entire direct.uk proposal: 
 

“Fantastic idea!! This would greatly enhance customers feeling of safety & security when 
purchasing online.” 
 
“I like the idea of the trust mark, but feel it should be open to all domain registrants and not 
be exclusively restricted to .uk domains. In fact, this should be implemented whether or not 
the .uk proposal goes forward.” 
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“If you could produce a valuable trustmark then it should be available to any domain 
registered under the registry. What is the point of not allowing a feature to certain 
domains?” 

 
Public authorities offered a diversity of views in respect of trustmarks, often with qualified support 
for the concept along with notes of caution in relation to implementation, consumer awareness, the 
need for strong compliance and enforcement relating to unapproved use or abuse of the mark and 
the risk of creating a potentially false sense of security: 

 
“In our view, the consumer recognition element is key here. If consumers are not aware of 
what the mark means then of course its usefulness is reduced. The reverse is also true in that 
users must not be given the impression that the trust mark indicates more than is actually 
the case. Giving consumers easy access to clear information about what the trust mark is 
(and is not) telling them whenever they visit a site that uses the mark will be an important 
consideration.” 
 
“Whilst a trust mark may reassure the user of a site, it offers negligible protection; the users 
most likely to benefit from its protection maybe are the least likely to be able to verify its 
validity. Being able to authenticate the trust mark is important as replication and spoofing by 
criminals is an increasing option to counter industry security measures.” 
 
“We would broadly support this idea. However, we would be keen to better understand what 
measures would be put in place to mitigate the risk that the trust mark could be abused by 
registrants of non-direct.uk domains. This would be particularly pertinent in relation to abuse 
of the trust mark on other .uk domains (such as .co.uk). In such cases we would like to see 
Nominet consider imposing sanctions on registrants (and potentially registrars) who abuse 
the trust mark.” 
 
“We believe that a trust mark is positive if it is reviewed and managed correctly as it implies 
it is an accreditation and an ongoing one. To reduce fraud this will have an ongoing 
commitment.  It would also need to be discernable to consumers, not easy to spoof and align 
with the any “cyber kitemark” initiative sited in the National Cyber Security Strategy.” 
 
“One of the key tenets of our online strategy is that consumers should be able to make an 
informed decision when purchasing online. This scheme will go some way into ensuring 
consumers are given accurate information before undertaking a transaction. Having a 
trustmark would also engender further trust in the .uk TLD, which will benefit all parties- 
consumers may be more willing to shop online, and law enforcement and regulatory bodies 
are able to take more effective action if the traders do break the law.” 

 
Implementation 
 
A number of comments were received from stakeholders regarding the potential requirement to 
display a trustmark and raising concerns about the associated resource implications that this could 
have on registrars and registrants:  
 

“Nominet should consider the issues forcing registrants to display a trust mark on their .uk 
website will create for registrars, related partners and themselves. Many registrants will not 
be familiar with installing a trust mark on their website, and depending on the 
design/purpose of the mark could create visitor confusion about its purpose and message. 
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There were also suggestions from stakeholders that the trustmark could be used to broaden 
Nominet’s thinking further. For example, some suggested that a trustmark might be made available 
to all .uk registrants and could act as signal to end users as to the status of a domain. Such an 
approach could be adopted if a “migration” to direct.uk from .co.uk were considered, or if the 
inclusion of security features onto the existing SLDs were offered to mitigate the potential negative 
impact on .co.uk registrants: 
 

“There is no reason that this couldn't be provided to existing co.uk customers who opt into 
the scheme and who want to use the trust mark.   There are minimal if any benefits to 
allowing registration at the second level. Security could be implemented at the existing 
second level domains as part of a phased opt-in progress with the trust mark providing proof 
of when it is occuring.  .co.uk has very strong brand identity and is well understood within the 
uk, as such registrants would have to register both addresses costing UK industry more 
money for no benefit.  The importance of domain names has diminished and most people 
tend to use google to locate a site anyway, so the benefits of being 3 letters shorter is 
negligible. 

 
Vulnerabilities 
 
There was significant concern amongst key stakeholder groups that trustmarks were ineffective, 
could be spoofed and easily devalued, or attract unwanted nefarious activity into the domain space: 
 

“Nominet is not an appropriate body to be offering such a service and any such trustmark is 
more likely to confuse the average user into believing a site is more secure than it actually is. 
There are a very narrow range of problems that Nominet could scan for, and I believe this will 
be ineffectual both in reducing the number of compromises and in increasing confidence in 
the site.” 
 
“Measures to improve online security and consumer trust are welcomed.  I do not believe 
that the proposed trust mark will meet these objectives.  Trust marks are easily forged by 
determined fraudsters potentially leading to a false sense of security for many consumers 
and Internet users.” 

 
There were also related comments from those who felt that the technical aspects of the security and 
verification features were not robust, and that the trustmark as an indicator of greater security of 
the domain would create a false sense of security amongst internet users. Stakeholders who were 
negatively predisposed to the trustmark proposal frequently suggested that Nominet consider other 
means and tools by which to show security, highlighting the success of SSL and noting the significant 
time that it has taken to develop recognition amongst end users of this standard: 
  

“The visible trust mark is likely to be unhelpful. It can lead people to trust marks shown on 
websites in the content area. This kind of training can lead people to believe websites are 
genuine when they are not.” 
 
“I don't really trust trust marks - they're too easy to fake and I don't take the time to click on 
them to see if they direct me to a genuine security company or a fake site. I do trust Google 
compromised site notifications. It'd be good to have a static logo that could be used to 
inform people about the security benefits inherent in direct .uk domains.” 
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“How many people ever follow the chain of evidence in the correct direction to verify the 
mark? If you really want to mark trust in a site, why not use the 'green URL bar' method? By 
issuing 'green' SSL certificates with lifetimes of a few days you could quickly show lack of 
trust by switching to a 'non-green' signature if a scan shows malware.” 

 

Awareness and perceptions of the trustmark 
 
There were several comments that could be grouped into the theme of whether a trustmark 
launched by Nominet would gain any traction in the domain or security space. Stakeholders 
expressed the view that there was a saturation and proliferation of trustmarks and questioned 
whether Nominet would be able to develop the brand awareness necessary amongst end users and 
registrants in order for the trustmark to succeed, especially considering the significant investment 
that would be required to develop consumer awareness:  
 

“Trustmarks are meaningless without a large public awareness, they are simply pretty 
buttons. To launch a successful trustmark scheme requires enough publicity of the 
organisation issuing along with simple understanding of the requirements of the mark. Given 
Nominet is not a well known organisation to the greater public, and few have any 
understanding of what a trustmark would be for it makes them irrelevant to the vast 
majority of sites and users.” 
 
“I think this is an excellent idea as long as site/domain visitors understand what this means 
and appreciate the marking.   This needs to be recognised as quickly/easily as the 'secure' 
padlock image (and https://) most internet users now recognise online - and the safety they 
take for granted when it's seen.” 

 
The largest number of negative comments on the trustmark proposition were related to a perceived 
lack of value or meaning that a mark would bring to the direct.uk domains. This view was often 
simultaneously expressed with the opinion that a trustmark that was part of the direct.uk 
proposition would as a consequence devalue .co.uk domains, conveying a lower level of 
trustworthiness:  
 

“I think it is disgraceful for Nominet to imply that sites which do not use their 'security 
enhanced' trust mark are somehow second-rate and should not be trusted.” 

 
“So my .co.uk websites aren't to be trusted?  That is how users will perceive this.” 

 
A small number of respondents also suggested that Nominet consider broadening the scope of the 
trustmark to include standards such as Payment Card Industry (PCI) compliance or ISO 27001 
(International Organization for Standardization) standards for information security. They further 
suggested that Nominet consider the implications for its reputation where domains that displayed 
the trustmark either abuse the trustmark, or failed to meet standards that were otherwise not 
covered by the mark:  
 

“It also raises a question of should that trust level go further and offer scales of trust – 
compliance with other good online practice (e.g. Data sharing practices, clear terms, etc....) 
Do you really want to tarnish your brand by saying a UK registrant is trusted but have them 
flagrantly breach Data Protection laws?” 
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Secretariat commentary: Whilst inclusion of a trustmark was viewed very positively by some 
stakeholders, the concept was perceived to demonstrate the fact that the domain had been 
monitored for malware. This service was seen by some to be flawed and therefore these same 
stakeholders felt that the trustmark provided little actual protection. Whilst it is accepted that 
Nominet or a third party malware service provider would not be in a position to guarantee 100% 
accuracy, the inclusion of a trustmark could in itself potentially create a false sense of security. In 
contrast, others suggested that the trustmark be used to demonstrate security of existing domains in 
the second levels. 
 
Nominet would also need to give consideration to the impact that a trustmark would have on those 
domains that did not carry it. As a trustmark would need to be especially successful and recognised 
amongst consumers in order to convey any special meaning, a successful trustmark that presented 
the direct.uk space as “more trusted” could inadvertently lead to the undermining of the .co.uk space 
without careful management. 
 

Mandatory DNSSEC 
 
Overall, this aspect of the direct.uk proposal was amongst the most positively received by 
stakeholders across all groups. However there was variation particularly amongst registrars as to 
whether the DNSSEC requirement should be mandatory or optional. The majority of stakeholders 
viewed mandatory DNSSEC positively, often stating that it was a sensible idea “given that the risk of 
DNS hijacking is becoming more prevalent.” DNSSEC was also strongly supported by public 
authorities in particular:  
 

“Again, I am not sure how much this adds to a domain that already operates SSL 
Certification. I am fully committed to ensuring that clients and potential clients have a worry 
free on-line experience and providing costs are not prohibitive so that only the corporate 
giants can effectively afford this I am all for it.” 
 
“Another welcome proposal. As a business owner potential domain hijacking is a concern. 
Would hopefully encourage customers to purchase from a direct. uk website.” 
 
“Agree, a combined domain/certificate/green bar package. I many have bought a domain 
but thanks to phishing and fake sites, I have to go to great lengths to prove that I am who I 
say I am. With the DNSSEC proposal, a site visitor can see instantly that to site is what it say 
it is and whether it is the site they wish to see.” 

 
Market Demand and Adoption 
 
Registrars, in particular those focused on the retail market, tended to support DNSSEC promotion, 
but identified a number of obstacles to the demand including potential costs, the need for technical 
experience for registrars and registrants, and technical challenges with transferring domains 
between registrars. Some registrars felt that DNSSEC should not be required until such time as there 
was broad take up across the supply chain of resolvers and browsers. A number of registrars 
indicated that they did not perceive the market or industry as being “ready” for the scale of 
technical requirements for mandatory DNSSEC. As a consequence, there was a broadly held view 
amongst retail registrars that DNSSEC be an optional, rather than mandatory feature. These views 
highlighted the importance of working in close cooperation with the registrar channel and other 
partners in the industry in order to ensure that any obstacles to delivery and demand could be 
resolved: 
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“DNSSEC should be optional, not mandatory.  Many small businesses, small ISPs and 
hobbiests that have a legitimate claim on a direct UK registered name do not have the 
ability, skill or interest to implement DNSSEC and for many it would be overkill.  Make 
DNSSEC optional.” 
 
“There is no market demand for DNSSEC and the transfer of signed domain names can still 
cause the domain name to go dark. Most SMB or consumer customers do not know what 
DNS is and the instances of the issues that DNSSEC is reported to solve are rare.” 
 
“We encourage the promotion and adoption of DNSSEC for the 2 level .UK introduction 
making this an optional service for all registrants, as we feel most registrants will not 
understand what DNSEC is, how works or how it needs to be implemented. Additional clarity 
from Nominet is required on the following: 
1. If it is required on the domain will the domain name be allowed to resolve without 
DNSSEC? 2. What is the role of the .UK Registrar in ensuring that the DNSSEC requirement is 
met? 
 
“DNSSEC to date has proven itself to be a product sought by largely by technical registrants. 
Again, like trust marks and resolving any malware issues, m any registrants would not know 
how to sign or manage their name (nor understand why they need to).” 
 
“DNSSEC should be supported, but not mandatory. DNSSEC is wildly misunderstood 
and seen as the only security solution for a domain name. There is no appetite for 
DNSSEC from UK consumers. UK business’s infrequently adopt and show recognition 
for the end to end chain of trust necessary for its use. Its mandatory requirement 
will prohibit the adoption and use of this new domain space.” 

 
However, this view was not uniformly held by all large retail registrars, as evidenced by this 
submission: 
 

“DNSSEC is a plus with regards to security and an additional feature that would help 
differentiate direct.uk from existing co.uk domains.  Implementing DNSSEC may be seen as 
too high a bar for some users/registrars. So doing so on a new product like direct.uk makes a 
lot of sense as those who do not want to work with DNSSEC can still use .co.uk or other .uk 
SLDs. The .uk namespace will therefore offer more choice, not more restrictions.” 

 
As noted above, even amongst technical respondents who made less favourable comments about 
malware monitoring, DNSSEC was viewed more positively to the extent that it was a key feature that 
stakeholders felt should be introduced to .co.uk over time, or that Nominet should be doing more to 
promote adoption by registrants: 
 

“For once, I agree 100% wholeheartedly with Nominet on this one.  You could go one further 
and enforce 'all nameservers must be reachable via IPv6 too' as well; after all, IPv4 is now 
officially deprecated by RIPE and the last time I checked, the UK was in the RIPE service 
region.” 
 
“DNSSEC usage should be encouraged. But not by making it a mandatory component of a 
premium product.  DNSSEC deployed without care can lead to incorrectly placed trust and 
thus to a less secure system. Look how registrants get around "two nameservers for each 
domain" requirements when they don't care to have two nameservers, and assume they'll do 
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the similar minimal effort for DNSSEC.  Nominet is well placed to encourage learning about 
DNSSEC and to offer technical support for all UK domains, not just direct.uk domains.” 

 
Awareness 
 
There was a considerable number of stakeholders, including a substantial number of existing 
registrants, who appeared to be either unaware that DNSSEC was already available on existing 
second level domains and/or keen to suggest that it should be made available in these spaces. 
 

“An excellent idea, but why should that only be limited to direct.uk domains?   We should 
concentrate on increasing DNSSEC coverage of existing .uk domains before introducing 
another part of the namespace.”   
 
“I do not think DNSSEC should be particularly associated with the proposed new domain 
names.  Instead, adoption of DNSSEC should be far more actively promoted (and eventually 
required) across the whole .uk system.” 

 
The higher level of positivity associated with DNSSEC belied the view that was expressed by some 
stakeholders that in their experience there was little or no consumer/registrant demand for DNSSEC. 
Other reasons cited in opposition to the inclusion of DNSSEC were that it was misunderstood as a 
technical solution to a very narrow internet risk, and that its take up in the industry at this stage was 
still nascent. In their view, until such point as the full supply chain was consistently adopting 
DNSSEC, it should not be mandatory:  
 

“Given the continuing problems with DNSSEC I think it is far too early to make it mandatory.  
GOV regularly goes off line, and Comcast regularly have resolution issues with their DNSSEC 
enabled resolvers, if they can't get it right it seems unreasonable to expect SMEs to get it 
right.” 

 
The cost of implementation for registrants and registrars was also cited as a concern for 
stakeholders. Registrars in particular were concerned about the investment and cost implications 
associated with mandatory DNSSEC. Whilst many registrars positively support the proposed product 
and support the adoption of DNSSEC in a wider sense, they indicated that they would not wish to sell 
direct.uk if DNSSEC signing were compulsory. It should also be noted that the concerns regarding 
costs and resources were shared by many larger retail registrars as well as smaller operators:  
 

“Without knowing the associated costs (which we gather may be high), it is impossible to 
assess whether the benefits are sufficiently worthwhile. The cost to business is a key concern 
of any proposal.  Even were the costs to be warranted by the benefits, there would be 
concerns were the costs to be of a scale as to discourage SMEs from taking up the .uk service.  
If the costs are high but warranted for some by the accompanying benefits, then there may 
be a case for the DNSSEC to be optional rather than mandatory.” 

 
Secretariat commentary: Whether Nominet proceeds with a direct.uk proposition with mandatory 
DNSSEC or not, it may be useful to consider how it can support registrars in their own takeup of 
DNSSEC, which is currently very low. Without wide-scale adoption from the registrar channel, takeup 
will continue to be low and may also affect the saleability of a direct.uk service. The need to establish 
a capacity building programme to assist with takeup of DNSSEC and an assessment of whether and 
how any cost burdens might be offset by the benefits of DNSSEC adoption over time could also be 
given further consideration.  
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Part III: Verification of Registrant Contact Data 
 

The consultation outlined two-part criteria for the registration of a direct.uk domain. The first part 
required the prospective registrant to provide a verifiable contact address within the UK – with a 
view to providing consumers with a high degree of confidence in the registrant’s contact information 
and to demonstrate the registrant’s UK presence – a UK “nexus”. The second involved a two-step 
process for verifying the email and postal address of the registrant prior to the domain name being 
“activated.” 
 
UK Presence 
 
Verification of contact data was a feature that received strong support from a cross-section of 
stakeholders, especially registrants, end users and consumer bodies who valued the ability to readily 
identify the business presence behind a domain.  The support amongst registrars for the proposed 
feature was diluted but nevertheless favourable in nature.  There was however a significant 
proportion of stakeholders who expressed negative opinions of the proposed verification was 
comparable to those in support. It was noted that those in support of verification had a tendency to 
support the principle of verification itself, whilst those who objected tended to focus on the 
mechanisms and terminology outlined in the proposals. Very few stakeholders objected to the 
concept of verification itself.    
 
A consistent theme amongst a significant number of respondents, particularly amongst non-
technical registrants, was the assumption that a UK presence is already required to register in .co.uk 
or .org.uk.  The feedback revealed logic prevalent amongst existing registrants, including overseas 
businesses, that the ‘.uk’ of a ‘.co.uk’ indicated a desire to target a UK audience, whilst end users and 
consumers conversely assumed that it indicated that the registrant was based within the UK:   
 

“.co.uk is also used by foreign (including EU) businesses building dedicated sites to service 
customers in the UK market.”  

 
“agree - there is a general expectation amongst users that a .(co.)uk domain signifies a UK 
presence” 

 
The consultation noted that the majority of British consumers expect a .uk site to conform to UK 
consumer law regarding security and data protection. Feedback to this section of the consultation 
indicated general agreement that a UK business presence requirement, coupled with the verification 
of registrant contact details, could afford a greater degree of protection for consumers to exercise 
their contractual rights. This was a view shared by law enforcement and consumer protection 
agencies who agreed that this condition could help to reinforce compliance with UK legislative 
provisions:   
 

“.co.uk has a trusted status but this is actually a false status as being unrestricted anyone 
can register a domain name currently. I agree that direct.uk should have validation & 
verification of registrant information to provide a confidence for internet users and law 
enforcement to have a point of contact. The internet is now part of our critical infrastructure 
and this measure will help us remain self regulated.”  
 
“...ensuring that registrant contact details are properly verified is important to consumers as 
it gives them reassurance that genuine people are behind the site.  This would also aid 
enforcement bodies and is something we actually believe should be a basic standard 
operating across all domains administered by Nominet.”  
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Feedback from consumer interest organisations indicated that a UK presence requirement that 
matched consumer expectations would also go some way to increasing consumer confidence.  
Others suggested that consumers would expect registrants to already be required to demonstrate a 
UK presence in order to have a .uk domain:  
 

“Most members of the public would be surprised to learn that this was not already the case 
and there would be significant controversy if they knew.   Existing .co.uk and .org.uk 
registrants should also be required to provide verifiable contact information (even if this is 
not in the UK) within a set period year.  This should also be required of new .co.uk registrants 
and consideration should be given to the practicality purging the existing file of those 
without verifiable UK contact information.”   

 
“is this not the case with co.uk and if so why not?” 

 
Secretariat commentary: Consideration should be given to how consumers could meaningfully 
distinguish between registrants who have a verified UK contact address and those who do not, and 
whether the mere inclusion (or exclusion) of the domain’s second level (.co.uk or .org.uk) would be 
adequate to signal its status to end users. 
 
A notable subsection of those stakeholders who favoured verification further advocated that the 
requirement should also be mandated on existing SLDs. They suggested that the proposal 
highlighted weaknesses in Nominet’s current open registration policy and questioned whether the 
company should instead be proactively ‘raising the bar’ across the entire register and that such 
verification should simply be the minimum standard for all domains in .uk. 
 

“The very obvious and strongest point we want to make, however, is that the implication of 
your proposal is quite stark. You are in effect conceding and openly acknowledging that the 
regime which applies to some or all of the other uk domains – for example .co.uk and .org.uk 
– is open to the very forms of abuse which the .uk counter measures are designed to 
prevent.” 

 
In contrast, other stakeholders including some public authorities, supported the introduction of the 
UK verified address requirement on a new product rather than existing domains noting that “retro-
fitting” may give rise to significant disruption. This feature could also be seen to set the direct.uk 
domain apart from existing SLDs and offer registrants a choice of services: 
 

“To bring this measure in on a clean extension would be less disruptive than to enforce this 
on an existing, established TLD.” 

 
 “Requiring registrants to hold and provide a UK address is a strong differentiator for 
direct.uk.  As Nominet's research suggests, Britain's Internet users expect websites ending in 
.uk, whether as a TLD or SLD, to be fully compliant with our country's laws. However Britain's 
current domain, co.uk, has no geographic requirements and operates a completely free 
registration policy. Implementing a local presence requirement after 10 million .co.uk names 
have been registered is not realistic. Nor is it desirable, as low registration rules do favour a 
domain's expansion, so has .co.uk profited from being easily accessible to registrants 
worldwide.  By introducing a local presence requirement in a new domain, two goals can be 
reached. The first is increased consumer trust by providing local presence certainty for 
websites accessed via the new domain. The second is no disruption to the existing .uk 
namespace.” 
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Some stakeholders stated that they did not believe the provision of a verifiable UK business 
presence address would offer any greater degree of genuine protection to consumers, as the 
proposals only required that the registrant have access to a UK address, not that they be compliant 
with UK law.  
 
Some respondents expressed concern over the inability for consumers to identify “verified” domains 
and many suggested that .co.uk by the very nature of not having a specific UK presence requirement 
could be deemed to be less trustworthy. 
 

“Again, while this would be a great improvement, it comes at the cost of making .co.uk sites 
seem less secure by comparison, which is unfair to the majority of .co.uk owners.” 

 
A small number of concerns were raised regarding the legal position or fairness of a UK address 
requirement. Some stakeholders queried whether it would be contrary to provisions in the EU 
Treaties and the Single European Market, whether it would be unfair to bona-fide businesses based 
elsewhere, or whether there may be retaliatory repercussions for UK exporters and service providers 
in international markets. 
 

“On the face of it this seems like a positive proposal but we would make two comments on 
this: - Firstly, that for some businesses based overseas supplying a UK address probably 
wouldn't be particularly challenging or for a rogue business to suggest an address that was a 
fake or fraudulent one - Secondly, UK businesses benefit from being able to set up similar 
website in .fr/.de etc to help them export to other countries both in Europe and worldwide. 
Given that there is a particular focus at the moment on encouraging small business exporting 
for economic growth it would be worrying if we signalled to other countries that we wanted 
to protect the .uk domain from overseas companies. They may take the action of retaliating 
to protect their own businesses, reducing overseas market opportunities for UK businesses. 
Research shows that customers are more likely to buy if the domain name is based in their 
country and in four times more likely to buy if it is in their own language.” 

 
Secretariat commentary: It is the case that some established Country Code Top Level Domain 
registries based in the EU, for example, IE Domain Registry (the registry for .ie), DENIC (the registry 
for .de) and AFNIC (the registry for .fr) do have local presence requirements as part of their 
registration policies, some of which are more strict than others. Nominet believes that the 
requirement for a registrant to provide a verifiable UK contact address is not a practice which would 
be considered as discriminatory or contrary to EU law. 
 
The concern about a UK nexus was especially prevalent amongst those representing overseas 
registrants particularly regarding the possibility of exclusion or being required to make a significant 
investment to establish a ‘UK business presence’ in order to protect their market presence. Some 
went on to highlight that they may have to consider registering using a mail forwarding service (if 
the process permitted the use of such services), which could ultimately result in the contact data 
held in the register being less meaningful.  
 
The requirement for a UK address frequently raised questions from registrars as to whether 
registrars outside of the UK would be eligible to register direct.uk domains. This issue is explored in 
more detail in the relevant section ‘Channel to Market’. One overseas based Member and registrar 
stressed that they should be eligible to sell the direct.uk domains given their established track record 
in .co.uk sales. It is possible that a situation in which an overseas registrar could be permitted to sell 
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direct.uk domains but unable to register domains in its own name could result in a number of 
practical issues.   
 
Secretariat commentary: If Nominet were to go ahead further consideration should be given to how 
Nominet can support its channel to market and ensure that those registrars who are based overseas 
and non-UK entities currently registered in the existing .uk domain space can continue to serve their 
UK customers through registration in the direct.uk domain space. Care should be taken to avoid 
disproportionate barriers to take-up of any proposed services, given the objective to have a net 
positive effect on the digital economy. It may also be important to take into account the balance 
between the benefits a UK presence requirement may bring; and the potential for degradation of the 
quality of contact details should the process be easily circumvented. 
 

Comments on the proposed verification process 
 
Stakeholder feedback highlighted a significant range of concerns related to the mechanisms by 
which Nominet would verify the contact data. These fell broadly into the issues of process, ease of 
circumvention, and enforceability.  
 
PIN Process 
 
The process outlined in the consultation proposed a two stage procedure which entailed the 
automatic issuing of a PIN code upon registration which would be posted to the UK address 
provided. The prospective registrant would then be required to activate the PIN code upon receipt.  
Whilst stakeholders tended to support a robust verification process, many felt that the postal service 
was unreliable or that it would compromise the security of the verification process.  Comments 
suggested that a process that relied on posting a PIN was archaic and not in keeping with the digital 
age. Others were concerned about the proportional impact of a data verification process and 
cautioned against introducing an overly bureaucratic system which would place undue burdens on 
business, particularly SMEs:  
 

“Registering a domain at present is a painless process with minimum bureaucratic 
procedures in place. If Nominet can ensure that I am not having to waste precious business 
hours verifying my identity each time that I want to register a domain then this may have 
merit. If there are onerous paper based verification methods involved, I am not in favour. I 
am not in favour of the PIN method described.” 
 
“The verification process described would seem like a step backward. To say that it would 
only add 1 day to the registration process is naïve given the quality of the postal service. In 
todays world even one day is a massive amount of time compared to instant registration.” 

 
Many responses asserted that the proposed process could be easily circumvented and as such would 
undermine the security objective of this particular feature. Others questioned whether there was 
any real value in the proposed feature given that the delivery and use of a PIN code only establishes 
that the registrant, or their representative, has access to an address and not necessarily that they 
occupy or trade from it:  
 

“While sending a PIN to an address for verification is not a bad idea, it does not verify 
occupancy. We encourage Nominet to go further, requiring proof of occupancy such as a 
photocopy of a company's certificate or, in the case of a private individual, a copy of a recent 
utility bill.” 

 



43 
 

The consultation sought views from stakeholders on how long a domain should remain reserved for 
a registrant to enable activation by a PIN. There was a varied response to this question with “more 
than 21 days” being marginally the most common response, closely followed by “don’t know.” Many 
respondents who did not agree with the proposed process chose not to answer the question, whilst 
others suggested that the length of time should be flexible enough to take into account the type of 
registrant and instances where the postal system failed to deliver the PIN code. In addition some 
respondents queried whether there would be an appeals process and what processes Nominet 
would have in place to deal with such circumstances.  
 
Some stakeholders, including registrars, suggested methods such as email verification to reduce the 
possible negative impacts upon registration demand as a result of any delays that could arise 
between registration and activation of a direct.uk domain name. It was highlighted that the lack of 
immediacy could encourage customers, particularly those accustomed to accessing a domain name 
within seconds of registration, to consider choosing an alternative top level domain. Registrars 
stated that the speed and lack of bureaucracy associated with registering a .co.uk domain was a 
contributing factor to the success of the .uk space:   
 

“Domain immediacy is one of the strengths of the UK domain market” 
 
Respondents also expressed concern over increasing the complexity of the registration process. A 
small number of registrars commented that post-delegation verification of the domain was much 
preferable to pre-delegation verification of contact details, highlighting the need to ensure any 
processes would be compatible with those that registrars already have in place or are familiar with: 
 

“Pre-resolution verification is a terrible concept and will inevitably result in customers 
(registrants) choosing to register other domains. For example, customers have a clear 
preference to get a .com ahead of a .ie domain due to the reduced administrative hassle and 
the increased speed. Validation should only occur post-resolution and this view is shared by 
ICANN registrars.” 

 
For some the potential delay arising from the proposed verification process was considered 
insignificant, and proportionate to the benefit of verifying the data because of the added value to 
consumers and end users: 
 

“The method you have described does cause delays in domain name registration, but it also 
demonstrates a commitment on the part of a registrant to provide true and accurate 
information at the time of registration and future verification” 

 
Privacy and Proxy Services 
 
Questions arose, frequently from registrars and those offering privacy services or domain 
management, about whether Nominet would permit the use of a registrar address or privacy service 
for direct.uk domains. Similarly respondents questioned the effectiveness of verifying contact details 
if a registrant could elect to register via a privacy service in order to conceal their identity implying 
that registrants frequently ‘side step’ their responsibility to provide accurate details through such 
services: 
 

“As a registrar working with domain owners with IP rights, we currently offer the provision of 
a domain proxy service under certain TLDs for clients who wish to make use of WHOIS privacy 
for various reasons, such as product launches, etc.  We would wish that in such 
circumstances, as a UK-based Nominet registrar, this would be acceptable under the 
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proposed verification rules and as such, that we would be responsible for receiving the PIN 
for such domain names.” 

 
Many cautioned against Nominet allowing registrants to use address forwarding services or for 
registrars to act as their representative. They felt this would undermine the proposal and detract 
from the increased security the service was attempting to deliver. Some went as far as to suggest 
that the feature should be directly linked to registration at Companies House, which is in fact a 
requirement for the existing .ltd.uk and .plc.uk domain suffixes.  
 
Secretariat commentary: Feedback received on this aspect of the proposal suggests that 
stakeholders would welcome further detail regarding the process and criteria for what would 
constitute a UK business presence. It also again highlighted the conflict between a customer’s 
expectations that the domain name is operated by a UK based registrant and the business target 
audience where online traders are targeting a UK market. Going forward Nominet would need to 
ensure that registration processes can balance consumer expectations whilst ensuring that 
businesses are not hindered from continuing to serve their UK customers.  
 
Contact verification v identity validation 
 
It was evident from some comments that a number of respondents misunderstood the depth of the 
feature and interpreted the requirement as verification of the registrant identity as distinct from 
their contact details. This misapprehension reflects the support of a cross section of stakeholders, 
including amongst law enforcement and end users, that Nominet should take steps to verify 
registrant identity and would suggest that stakeholders place greater importance on knowing who 
the registrant is than whether they have a verified contact address.  
 
Whilst accurate contact details were valued by stakeholders, it was acknowledged that this could not 
in itself fully protect consumers against rogue traders, although a “UK nexus” would support a 
consumer’s ability to seek redress if the registrant were in the UK.   
 
Whilst acknowledging the shortcomings of the proposed verification process, several stakeholders 
notably those representing rights-holders, civil society, and some small businesses, emphasised that 
the key benefit leading to enhanced consumer confidence and online transactions was the ability to 
follow up with those responsible for the website. They advocated that whilst there might always be 
those who are intent on fraud to circumvent rules and procedures, this was not of itself a reason to 
“do nothing”, and that it was important to establish minimum barriers to act as a deterrent to 
criminals: 
 

 “We strongly support the requirement for registrants to provide verifiable contact 
information as a requirement for any domain, partly for the positive impact this will have on 
consumer confidence but especially in order to address illicit activity, notably the sale of 
counterfeits in the context of brands.” 

 
Some stakeholders suggested that the implementation of such a feature may paradoxically give rise 
to the unintended consequence that a direct.uk domain may prove to be more attractive to 
intending rogue trader registrants. The positive associations relating to trust and security that would 
be associated with the domain space may attract rogue traders wanting to take advantage of the 
heightened sense of consumer confidence:  

 
“We would strongly support this proposal and see any increase in measures to ensure 
legitimate use of domains and opportunity to ensure data quality and management as 
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positive. Some organised criminal groups are able to easily source and control such 
information, including via identity trafficking – where crime groups move nationals of other 
states to the UK in order to establish a legitimate identity ‘footprint’ with which to commit 
fraud.  Postal verification might act as a bar to entry for some (for example: overseas 
criminals) but offers opportunities to others if they can verify domains easily and then sell 
them to the overseas crime groups.  Therefore any contact information should be meaningful 
and not relate to an accommodation address or similar, but provide a valid point for 
customer address.” 

 
WHOIS 
 
A number of stakeholders responding in an individual capacity stated that they considered it 
important for non-trading individuals to be able to opt-out of the WHOIS as is currently permitted 
under .uk SLDs:  
 

“The .uk domain seems a brilliant idea. But for personal bloggers etc... Passing on correct 
information available via "who-is" would not be acceptable.” 

 
One regulator stated: 
 

“We support any proposal aimed at reducing the risk that the personal data held by Nominet 
are inaccurate or out of date. We are pleased to note that the validation process set out in 
the consultation does not appear to involve the collection of excessive amounts of personal 
data. There is an important balance to be struck between improving data quality and only 
processing the personal data necessary for the overall purpose. On a related matter we 
recognise that Nominet has always tried to strike a balance between privacy and the need to 
provide responses to legitimate requests for access to WHOIS data.” 

 
Secretariat commentary: If the service is to move forward it striking a balance between the 
requirement for accurate registrant details which can assist law enforcement in seeking to identify 
criminals, and acknowledging the need to protect individuals’ privacy in line with their statutory 
rights would appear to be important.  
 
Alternative solutions 
 
As highlighted earlier some respondents felt that the process as outlined was archaic and flawed but 
were supportive of the objectives of a verification process. Many highlighted alternative solutions 
that would be cheaper, faster and more efficient, whilst others encouraged Nominet to make the 
process more stringent. Suggestions included:   
 

“In principle sounds like a good idea, however in reality for a legitimate entity this would just 
be another 'obstacle' put in way of getting 'up and running'.  Those who would desire to 
conceal their identity will simply use a 'postal forwarding' service or 'scan to email' postbox 
service.  It would be much better to actually use a 3rd party commercial source such 
'Experian' or 'Companies House' to verify data at point of initial registration. I can foresee 
registrars offering a 'PO Box' as a 'value added' service and offering to open any 
correspondence from the UK registry and email the contents to the registrant wherever in the 
world they might be.   If address validation is required a process similar to what is used in the 
Financial Services Industry should be adopted , Paypal for example verify users name and 
address details automatically of if can't be done then require faxed proof of ID.” 
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“Whilst we agree with some sort of authentication, relying on a postal service will 
significantly prolong the application lead time as well as increase the administrative costs. 
Whilst we should do all we can to verify a business is UK based we should also consider cost 
and time impacts, taking a more pragmatic approach. Could some sort of credit card/ bank 
account/IP/IVR authentication work just as well?” 
 
“Any process should be as close as possible to ICANN requirements under the next version of 
the RAA currently under negotiations.  The process currently outlined by nominet is too 
complex and time-costly.”  
 
“I agree that the verification is required but the method proposed is not secure enough. Any 
international person or organisation could have the PIN sent to a 'friendly' UK address and 
have it forwarded by email. This part of the proposal is very weak. Could you not use a more 
reputable method such as Companies House or request copies of billing sent to the address in 
the same way individual passport applicants are verified?” 

 
Secretariat commentary: The feedback indicates that for stakeholders to accept that the new 
domain provides the additional confidence of registrant data it purports to offer, Nominet would 
need to explore whether it is feasible to develop a proportionate process that does not impose undue 
burdens and cost on businesses, yet is robust enough to offer the assurances regarding the registrant 
that consumers and end users desire. It would also be useful to examine other best practice models 
already in use, which could be applied to the registration process of a direct.uk domain name.  
 
Impact on and role of registrars 
 
A number of registrars and registrants expressed concerns that the proposed feature was onerous 
and may have a negative impact on registrar registration processes in terms of costs, delays and 
extra resources required. There were also concerns about the impact of such a process on renewals 
and transfers, and confusion over who would be responsible for administering the process – the 
registrar or the registry. Registrars appear to be split between being supportive of the feature but 
reluctant to be responsible for its administration, supportive of the proposal with a desire to manage 
it, or not being supportive of the proposal at all:  
 

“This again causes issues for administration and prolongs the application process. How does 
this work and who is involved in the process, just Nominet and registrant or is it also down to 
the registrar?” 

 
From a customer/end-user perspective many urged Nominet to take responsibility for managing the 
process directly in order to ensure true integrity of the data.  
 
Secretariat commentary: Were the proposal to go ahead there is a clear need for further clarification 
as to the division of responsibilities between registry and registrars in managing verification 
procedures and how Nominet would work with the registrar channel to ensure an effective roll out of 
the service. This could also have an impact on whether registrars view the direct.uk domain name as 
a desirable service offering. 
 
Of those who expressed concerns about the potential for additional bureaucracy there was a 
suggestion, particularly prevalent amongst stakeholders in the secondary market, that it would be 
beneficial if the verification could be conducted on an account basis rather than a per domain basis 
which may also result in an effect on the pricing of the service: 
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“You propose registrant verification as if it should be domain focussed, when clearly it should 
be registrant focussed. Are you really proposing that I should need to be verified 2000 times 
as the legitimate owner of every single one of my domain names? Verify me once, at a 
nominal fee, and let me register as many domain names as I want, without any delays.” 

 
There were varied views regarding the need to audit and how frequently data should be subject to 
re-verification. Many registrars were in favour of registrant data only being verified at the point of 
registration whilst others highlighted that given the possibility that a domain may be registered for 
up to 10 years regular re-verification would be necessary to ensure the data continued to be 
meaningful. The cost benefit impact of re-verification was highlighted and respondents again 
cautioned against making the process too burdensome for businesses to comply with. On the other 
hand it was highlighted that email verification is considered standard practice by many, and 
therefore re-verification by email on an annual basis would not seem overly burdensome. There 
were numerous alternative ideas including, automation of processes, offering self-certification, 
automatic checking against existing third party databases, adopting gTLD-type re-verification 
processes, tailoring verification to the type of registrant (e.g. more rigorous requirements for 
businesses selling to third parties than for individuals), and suggestions that imposing ad-hoc checks 
might put businesses under unnecessary pressure. Others were concerned that the proposal sought 
to duplicate what other service providers already offered e.g. SSL.  
 
Whilst a significant number of process concerns were highlighted, in general stakeholders seemed 
supportive of the verification proposal. The comments suggest that businesses are not averse to 
complying with such processes providing they can see real value and benefit in the product:  
 

 “The method you have described does cause delays in domain name registration, but it also 
demonstrates a commitment on the part of a registrant to provide true and accurate 
information at the time of registration and future verification.” 

 
“This adds an unnecessary burden to domain owners, and prevents a domain name from 
being used immediately. There should be optional rather than mandatory verification, with 
additional benefits accruing to those who undertake the verification steps.” 

 
Secretariat commentary: Given the value stakeholders place on accurate contact data particularly in 
respect of consumer rights and law enforcement activity, Nominet could usefully examine whether 
any proposed product could feature identity verification in addition to contact details verification. In 
addition Nominet may wish to consider whether this feature could be extended to existing SLDs on a 
proactive basis rather than the post-registration data quality process currently in operation.   
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Part IV: Third Level Sub-Domains 
 
The consultation recognised that many registrants have legitimate commercial reasons for creating 
sub-domains within their registered domain(s). These include use for internal purposes or to provide 
clear signposting and segmentation for their external customers and users. The consultation also 
recognised that there may be a need to restrict the way in which sub-domains might be used with a 
view to minimising potential abuse, and avoiding customer and registrant confusion. We therefore 
proposed to contractually prevent the sale of sub-domains.   

Restrictions would be in the interests of consumers 
 
There was clear and broad support from a majority of respondents to prevent contractually the sale 
of sub-domains to third parties for a variety of reasons, including reducing the potential for 
consumer confusion as well as the difficulty in ensuring the security requirements are cascaded to 
the third level. Stakeholders in favour comprised those representing brands and small businesses, as 
well as those involved in consumer protection:  

“We strongly agree that third or lower level sub-domains within direct.uk must not be sold or 
otherwise delegated to third parties for two reasons. It would be very difficult to ensure that 
the operators of delegated sub-domains met the same security requirements as the second 
level domain, which would make the reputation of the new second level domains very hard to 
sustain. Allowing third level domains to be delegated would also risk the emergence of 
parallel domain hierarchies to the existing second and third level domains (.co.uk, .ac.uk, 
.mod.uk, etc.) creating considerable risks of confusion and misuse.” 
 
“Yes, we strongly agree with the prevention of sale of sub-domains to third parties. 
Otherwise it can lead to misuse and abuse of other similarly branded sites leading to total 
confusion to the public end user. Without this rule being enforced, there is a distinct danger 
that Nominet will find it very difficult to enforce security rules. It would also be more likely 
that direct.uk domains would be used for illegal activities.” 
 
“This seems appropriate given the UK population is used to domains like .co.uk, there is a 
huge risk of abuse if the new .uk domain owners could sell sub-domains.” 

 
As one respondent from the security sector highlighted, sub-domains can prove a useful mechanism 
for criminals to bypass security provisions and in particular provide phishing opportunities. For this 
reason they went onto agree that the sale to third parties should be prevented: 

“In the first half of 2012, there were 13,307 recorded phishing attacks originating from sub-
domain services, from 13,109 unique sub-domains (source: APWG Report 1H2012). 
Compared to the 7,712 regular domain names utilised by phishers over the same period, it is 
clear that sub-domains provide the means for many phishing abuses. The natural conclusion 
is that the sale of sub-domains by registrants should be prevented or at least restricted. 
Contractually preventing the sale of sub-domains, by registrants, to third parties is a positive 
first step.”  

A smaller number of respondents did express a concern relating to the principle of Nominet 
restricting the use of a domain, whilst noting the difficulties in terms of the implementation and 
enforcement of such a provision. The cross-section of respondents who were generally unsupportive 
of the direct.uk proposals on the basis that they would undermine the existing space whilst causing 
consumer confusion felt it was somewhat “ironic” that Nominet would cite “minimising consumer 
confusion” as the rationale for the prevention of the sale of sub-domains at the third level and 
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below. It was their view that the direct.uk proposal itself had the potential to cause widespread 
confusion and therefore on that basis should not proceed:   

“It is deeply ironic that you say you want to avoid confusion in the namespace, when that is 
exactly what introducing direct .uk registrations would do.  If Nominet is going to be allowed 
to destroy the good order of the .uk namespace by this plan, for profit, why should others not 
be free to do the same.  Additionally this may present huge problems for companies that are 
built as confederations of partnerships at each 'branch' (lawyers, etc).” 

 
Restrictions may inhibit legitimate business use 
 
Whilst the proposal sought to prevent the sale of sub-domains to third parties it did not specifically 
suggest the prohibition of third levels created by businesses. Some respondents expressed concerns 
relating to the implementation, monitoring and enforcement associated with this contractual 
prevention and suggested that many businesses may have legitimate reasons for creating sub-
domains for third parties, such as franchisees, bloggers, or ISPs creating customer specific domains 
for their services, by way of example.  It is important to note that there are no technical 
arrangements that can prevent a sub-domain from being created and nor did the consultation seek 
to provide a definition of the term ‘sale’. Understandably this gave rise to   a number of requests for 
further details or clarification as to what was meant by the term ‘sale’.  Whilst many agreed in 
principle with such a restriction, they did provide caveats which reflected legitimate circumstances 
where it may be desirable to create a sub-domain:  

“I agree with the proposed safeguarding against a repeat of uk.com/gb.com. Therefore I 
oppose the ability to sell subdomains. However, as a technical observation, there may be 
some situations where large organisations outsource functions such as HR, purchasing and 
travel booking to respected external providers (eg Hewitt and Carlsson Wagon Lits) : there 
should be nothing to prevent this authorised use and management - as opposed to sale - 
using a subdomain by a subcontracted third party.” 

 
As such, in order to provide registrants and end users with certainty, Nominet would need to 
consider further how it defines the term ‘sale’ as well as developing contractual provisions which set 
out clear criteria to stipulate the circumstances in which a sub-domain at the third level or below can 
be created or used. A small number of stakeholders indicated that they were not opposed to a 
restriction per se, but that standards and criteria ought to be rigorously enforced by Nominet: 

“Allow people to resell subdomains, but make it permission based with an extra fee. If 
someone wants to apply for permission to resell *.foobar.uk, so be it, but they should be 
audited to ensure the subdomains remain true to the scheme.” 

Enforcement  
 
Any terms governing the usage or sale of domains by third parties would require enforcement by 
Nominet.  It is important to note that any sanctions imposed on the second level domain registrant 
could have significant unintended repercussions for an unknown number of third level sub-domain 
operators. For example, should a sanction to suspend the second level domain for a breach of the 
rules be approved, this could have a severe effect on any sub-domains operating from the second 
level, particularly those who may be using the domain to trade online. 

Stakeholders highlighted that careful consideration of compliance issues associated with ensuring 
that any security and verification obligations would be suitably cascaded down to the third level by 
the second level registrant would be warranted. Further, the need for appropriate and 
proportionate sanctions to deal with breaches of any such obligations was highlighted by 
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stakeholders. An alternative view expressed was that Nominet should consider enabling only specific 
registrants to sell or administer sub-domains through contract or through invitation only. This could 
potentially assist in addressing the issues relating to visibility, however as there are no technical 
means by which to restrict the creation of sub-domains it may still be extremely difficult to monitor 
and enforce: 

 “This would be a very grey area and difficult to police, and I can see a dilemma here. To be 
perfectly honest I can't really answer "yes" or "no" to this question. For example, a company 
may wish to register a short domain name such as blog.uk and create a community of 
subdomains. This already happens in the case of the domain name "blogspot.co.uk" owned 
by Google- many blogs are subdomains in the "blogspot.co.uk" domain name. I do however 
agree that it could cause the potential for harm to the public if subdomains were abused. 
This is a very difficult question to answer. If you were to allow registrants to assign 
subdomains to third parties, you would have to make it clear that the burden is on the 
registrants to ensure that they are not used for malicious activity. On the other hand, if direct 
.uk domain names are meant to be branded as verified and trusted, this could cause you 
potential damage to your reputation. This issue needs to be thought through very carefully. 
One way to go about this could be to allow a separate contract to be signed by the registrant 
if they wish to assign subdomains to third parties, indemnifying of any responsibility if the 
whole domain name is suspended due to third party subdomain abuse, with clear 
information on what would be expected of the registrant on notifications of abuse.”  

 

This raises questions relating to the need for transparency and visibility of any such policies. One 
concern raised was that of the “unwitting third level registrant” who may not be aware that they do 
not have a direct relationship with the registry but rather could be ‘contracted’ in some way to the 
second level registrant. It was suggested this could create challenges for Nominet in enforcing its 
registrant contract for example where a sub-domain was used for malicious purposes. 

Indeed respondents raised a number of questions as to how the security features including the 
trustmark, UK business presence requirement, and verification of contact details could be cascaded 
to the third level. This also led some to raise the question of whether allowing the creation of third 
levels could create access to the direct.uk domain for those who may not be eligible to register. As 
the proposed verification process can only be conducted at the second level it could enable entities 
that do not have the required UK presence, or do not provide contact details that pass the 
verification test, to nonetheless be able to register within the direct.uk space.  

Stakeholders raised operational questions regarding whether the second level registrant should be 
responsible for ensuring the security requirements are adequately satisfied at the third level. In 
effect the registrant could indirectly become a type of ‘mini registry’ without being required to meet 
any criteria, regulatory or business-continuity standards. The potential subsequent degradation of 
the security elements of the proposal could have a detrimental impact on the integrity of the 
direct.uk space as a whole: 

“If the sale of sub-domains to third parties is not prevented, then the whole point of the 
trusted, verified internet.uk domain would be lost, and there would be absolutely no point in 
having such a domain. 

 
Disputes and abuse 
 
Nominet currently operates a successful dispute resolution service whereby a complainant can 
challenge the registration of a domain name if they feel they have rights in the name and the 
registration is causing them unfair detriment. Respondents raised a small number of concerns over 
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rights protection issues and the potential for brand abuse arising from the potential of sub-domains 
bringing cause for disputes: 

“I think that whilst allowing the sale of domains at the third level for some short second level 
domains has some attractive commercial aspects, for the good of the overall .uk namespace I 
think that the sale of sub-domains should be forbidden. It would lead to further 
fragmentation of the namespace and cause potential confusion for end users. It also presents 
trademark issues for trademark holders of domains registered at the sub-domain level by 
third parties who might not go through the same level of checks that a normal registrant 
would go through, nor would a complainant have access to the DRS and other mechanisms 
to get a sub-domain taken offline.”   

 
Secretariat commentary: It may be useful to note that the Registrant Terms and Conditions bind .uk 
registrants to abide by the DRS policy and procedure, and additional terms would be needed to be 
put in place to make second level registrants responsible for any third level domains, in effect making 
them the Respondent in a DRS case.  

Registrant autonomy 
 
A considerable proportion of stakeholders – often those with a technical background – objected to 
Nominet placing any restriction on the creation or sale of sub-domains, stating that this would an 
unnecessary restriction. They were stridently of the view that the use and sale of any sub-domains 
was a matter purely for the registrant:  

“Domains are owned by their owners.  Nominet should have no powers to restrict 
subdomaining; a technique that is commonly used.” 

Many of those respondents who did not agree with the prevention of sale of sub-domains, stated 
that it was the registrant’s right to choose what a domain was used for. Some felt it was a 
commercial decision that should be left to the registrant, whilst a minority suggested that it could be 
considered a restriction to trade or may impede normal business practice. Others believed that it 
was outside of the remit of the registry to impose such restrictions and that they could potentially 
stifle innovation within the marketplace:  

“I do not agree with Nominet controlling the sale of sub-domains. This is a commercial 
decision and should be market led (how do you prefer no-cost sales for instance?). However, 
this is one reason why registrant validation is a complex area and not as simple as the 
consultation proposes.” 

There was a perception amongst some respondents, comprising mainly existing registrants, that a 
domain name is property which consequently gives rise to “ownership” rights for a registrant. This is 
in contrast to Nominet’s stated position that the contractual relationship created upon registration 
affords the registrant a limited entitlement to use the specified domain name for a designated 
period of time.  In this regard the restriction of the sale of sub-domains could be compared to the 
contractual restriction commonly found in tenancy agreements in which many landlords prohibit 
tenants from sub-letting any part of the rental property to third parties:  

“I disagree with the proposed blocking of re-sale of sub-domains.  If the registered name is 
the property of the Registrant then they have an automatic and assumed right to use that 
property as they see fit. This should include creation of arbitrary sub-domains, sale, renting, 
leasing, swapping or any other form of trading.  If you accept that the registered name is 
property of the registrant then Nominet's proposal in this respect is a restriction of trade and 
may be unlawful.  If, on the other hand, you wished to "flow down" the same terms as those 
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between Nominet (and/or its Registrar) and the Registrant such that the Registrant of the 
direct UK name had to perform the same checks [if any] and carry the same obligations [if 
any] then this would appear reasonable.”   

 
Others felt that restricting sub-domains could penalise a direct.uk registrant as no such restrictions 
apply within the existing space. If registrants felt that the new space was too restrictive it could 
impede the level of take up following the launch of any such service:  

“This is an entirely legitimate use of the 3rd level namespace, and is practiced by companies 
all over the world, notably by the owners of domain such as uk.com, de.com but also by 
many other businesses on .com and .co.uk domains. Why restrict this use and penalise the 
owners of .uk domains over the owners of ANY other cctld or tld anywhere in the world?” 

 
Some, including those representing the views of brand owners, suggested that there was no need to 
restrict the sale of sub-domains provided a strong set of rules and policies were in place to enable 
rights holders to challenge what they considered offending registrations and address instances of 
abuse where necessary: 

“We do not necessarily object to the sale of sub-domains as long as such sub-domains are 
subject to an Acceptable Use Policy which the domain holder will enforce if the sub-domain is 
used for illicit purposes and there is a dispute resolution system (DRS) that is capable of 
resolving problems speedily. Provision will need to be made to address situations where a 
third level domain, combined with the secondary level domain, may infringe trade mark 
rights or mislead consumers, such instances being subject to DRS. A purely hypothetical 
example may be a third level domain such as .iron prefixing a secondary level domain such as 
.brew.uk where there is no connection with Barr's Irn-Bru.” 

Some respondents questioned the underlying rationale of restricting the sale of sub-domains. They 
suggested that rather than concern over the potential for confusion, Nominet was actually seeking 
to protect its own commercial position and limit the impact upon the registry based on the ability of 
a second level registrant to create in-numerous sub-domains from one domain registration which 
could have a significant impact on the number of domain registrations, sales, and renewals: 

 “If this proposal remains, people will be able to buy, say, [name].co.uk but not 
[name].shop.uk or [name].blog.uk. This appears to be an attempt to maintain Nominet's 
monopoly on the provision of third level domains.” 

 
“This would seem to be an ill thought out attempt by the Nominet monopoly to block any 
potential competition with the existing .uk SLDs, which can only be a bad thing for 
registrants.” 
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Part V: Reserved and Protected Names 
 
Nominet operates a relatively open registration policy in .uk. In our consultation we proposed to 
adopt a similar approach for direct.uk, subject to certain protections being in place to ensure that 
parties with legitimate prior rights would be protected. We sought stakeholder views on whether 
they agreed with a minimally restrictive registration policy where few names would be reserved or 
protected, or whether they would favour a second level space with greater restrictions.  

The stakeholder views on registration policy were primarily underpinned by the opinion that 
restrictions were necessary to ensure a higher degree of consumer confidence and trust. As a 
consequence, there was a generally high level of support from respondents for a relatively restrictive 
registration in a direct.uk service, reflecting opinions of many that this should be carefully balanced 
in order to protect consumer interests whilst promoting an active domain space. 

 “…although freedom from restrictions promotes a thriving web space, too little may leave 
more opportunities for abuse.  Sensible controls around naming should be included within 
the restrictions.”     

 
Many organisations such as those representing consumer interests considered that restrictions 
played an important role in protecting consumer interests in that they could reduce confusion if 
certain names were reserved for official purposes, and that if a less restrictive approach is adopted 
then suitable protections should be built into the system: 

“domain names that could be deemed by an internet user to be ‘authoritative’ such as 
‘.bank.uk’, if a domain like this were to be abused it could be suspended.” 

 
There were generally high levels of support for restricting sensitive names as designated by 
Companies House, and those that could be interpreted as sensitive designating public authorities, 
UK towns and cities, or other TLDs.  This view illustrated the public perception of existing .uk second 
level domains, such as .gov.uk, and advocated restrictions in order to correspond with this public 
expectation and avoid giving rise to unnecessary confusion:     

 “I agree that minimal restrictions allow the domain space to thrive, but due to the historic 
use of existing second level domains I believe local authorities should be allowed to reserve 
and use cityname.uk domain names automatically prior to general availability, as this could 
cause confusion with the .gov. uk namespace otherwise.” 

 
Similarly, there was a broad consensus that place names of towns and cities should be restricted, or 
at the very least reserved for use by local authorities so as to avoid any potential end user confusion. 
A small number of respondents drew attention to their concerns to an outcome where either the 
names of towns and cities would be unrestricted or that towns and cities would not have a prior 
right of registration in competition to a trademark holder. In particular, the names of towns such as 
Glastonbury were given which also have trademarks registered for classes of various goods and 
services. There were also calls from stakeholders working in brand protection that domain names 
that reflected names of geographical indication, such as “Parma” ham, should be reserved.   

Secretariat commentary: Given the sensitivities and complexities of assessing the competing 
interests of public authorities and legitimate rights holders, careful consideration would be necessary 
to examine how the public interest might best be served by such restrictions. For example, a scenario 
could arise whereby Plymouth City or Melton Mowbray Council might be in a position of contention 
for a domain name with protected the names of geographic origin of Plymouth Gin or Melton 
Mowbray Pork Pies respectively e.g. plymouth.uk or melton.uk. 
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These concerns relating to place names were also mirrored in feedback from government and other 
public authorities as well as organisations responsible for the management of existing second level 
domains. Key reasons reinforcing their concerns were that an open policy could inadvertently 
undermine the consumer confidence the direct.uk service was hoping to deliver.  As such, the views 
that they expressed in this section were also logically reflected in their views on clear restrictions of 
sale of sub-domains. Some of these bodies expressed a concern that direct.uk domain names were 
more likely to be perceived as “official” by end users and that this was likely to be exacerbated by 
the possibility that domains such as “health.uk” or “army.uk” could be registered by a non-public 
authority and mislead consumers. As a consequence, these bodies favoured a more restrictive 
approach to reserving and restricting domain names that would include generic terms that could be 
construed as reasonably falling within an official remit.  There was wider support from other sectors 
for a more restrictive policy on this basis as: 

“Terms such as .govt.uk or .borderagency.uk will end up being registered.  Fraud will be 
massively increased.” 

Other stakeholders however felt that the registration policy should be as open as possible, pointing 
to the open registration policy underpinning the success of the .co.uk space. Many existing 
registrants and SMEs indicated that they felt that: 

“there are perfectly legitimate uses for domain names comprising all of the [proposed 
restrictions].”  

These stakeholders made it clear that in their view a stricter policy would penalise legitimate .co.uk 
registrants who might wish to register a matching domain name in direct.uk. Therefore many 
registrars and registrants who controlled substantial portfolios of domain names were subsequently 
of the view that a completely open registration policy was required: 

“I strongly support an open approach to all aspects of generic domains and all aspects of 
geographic domains: anything else would be unfair, discriminatory and anti-competitive.  
Clearly there should be recourse against attempts to dangerously mislead in areas such as 
policing and national and local government, but that is no reason to implement unfair, 
discriminatory and anti-competitive sledgehammer approaches to limiting availability and 
aftermarket trading for generic and geographic domains.” 

An issue revealed in a small number of responses was that the enabling of second level registrations 
would effectively reduce the potential to introduce future second levels for official purposes whilst 
also limiting the capacity of the register as a whole.  Some concern about the irreversible 
consequences of second level registrations was raised, using the analogy that it was currently not 
possible to predict whether towns or government departments would change names in the future.  
The lack of consensus on this issue is related to a wider general objection to the enabling of second 
level registrations.  Some respondents whilst recognising their potential attractiveness, suggested 
the creation of a substantial list of restricted names as one way of resolving the issue. Others also 
suggested that Nominet ensure that it kept its options open in the future by holding back generic 
names:   

 “I believe that opening up second level registrations is likely to cause unexpected future 
problems with people registering domains that are later wanted or “needed” for other 
official or useful purposes.  Reserving a good selection of predictable names and 1/2/3 
characters ones is the very least that should be done to try and mitigate this.” 

“Generic (including eg ‘shop’ but also TLDs and ccTLDs) names should be protected or 
reserved on the basis that consumers would not benefit from such names being in private 
ownership, although we strongly believe that Nominet should reserve to itself the ability to 
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introduce further ‘generic’ second level domains where it would be in keeping with its public 
purposes to do so.”  

A small number of stakeholders argued that certain generic terms ought to be restricted in the 
public interest.  This lack of consensus can be attributed to the relative value that generic domains, 
such as .shop.uk, may demand were it available on the open market as contrasted with the opinion 
that some of these generic terms are of wider value to the public and that no one business should be 
able to exploit them.    

There were some comments from registrar, technical and small business stakeholders who cited 
Nominet’s recent release of short domains as a reason to restrict names that were two characters or 
shorter. Amongst these respondents, there was a view that given the considerable sums that were 
frequently paid to acquire short domains, it would be unfair to allow an identical string to be 
registered at the second level without automatically offering the existing third level registrant a prior 
right. This view was most frequently raised by stakeholders active in the secondary market who 
suggested that registrants of short domains may have reconsidered the amounts they spent 
acquiring such names had they been aware of the direct.uk proposals.  
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Part VI: Phased Release and Rights Management 
 
The direct.uk consultation highlighted Nominet’s commitment to supporting intellectual property 
rights and acknowledged that there are challenges in how domains in the space might be released 
due to the differing types of rights holders that exist. It also noted that a carefully managed release 
is important to provide certainty to registrants and minimise the possibility of contention and 
disputes.  

The proposed release mechanism for domains under a new direct.uk service was subdivided into a 
four-phased approach in an effort to recognise the differing types of rights holders that exist and to 
ensure that the legitimate rights are respected wherever possible.  The approach outlined in the 
consultation looked to build upon the sunrise process established in the .uk short domains release 
which was considered successful in controlling the release and setting out a cost–effective 
mechanism for managing rights. The release involved a first phase that would enable holders of 
registered trademarks enforceable and in use in the UK to have the first option of registration, 
followed by those with unregistered rights such as an existing trading name. Nominet suggested that 
domain names that were registered in the third level may constitute an unregistered right provided 
that “evidence of use” could be shown prior to a qualifying date. The unregistered rights phase 
would then be followed by a “Landrush” phase and making the domain name space available on 
first-come-first-served. 

Of all the questions asked, the phased release mechanism of the direct.uk service generated the 
lowest levels of support across the range of stakeholder groups.  This may be attributable not only to 
disagreement about the proposed implementation but also to a substantive objection to the 
proposed service going ahead at all.   

Feedback consistently indicated that respondents from a variety of different sectors felt that the 
release mechanism did not adequately acknowledge competing interests in a robust manner and 
deliver a domain space that reflected the reality of online commerce.  Nevertheless, despite the low 
levels of support that the proposed phased release garnered, there was a clear trend within the 
feedback that indicated strong support for a managed release process of some kind rather than 
introducing second levels by moving immediately to a general availability stage.  For a managed 
release to be successful, it would require recognition of legitimate interests at an initial qualification 
stage, whilst also being robust enough to apply objective criteria against applications to determine 
to whom a domain is assigned.   

Although many respondents to the consultation were strongly opposed to the proposed phased 
release, it did receive support from various public authorities as well as some respondents active in 
IP protection.  They acknowledged the proposed release mechanism was “taking a very different 
route” to new domain releases which could be linked to existing domains in comparison to those 
that had taken place elsewhere internationally:   

“an innovative proposal that fits the direct.uk model and the domain’s launch parameters of 
safeguarding existing rights.  This proposal will help fight the kind of trademark 
infringements that can lead to cybercrime.”  Some respondents went further and suggested 
that it “should not permit people without a UK registered trademark to get direct.uk domains 
at all.”   

The feedback from public authorities supported the proposed phased release stating: 

“We would support the inclusion of a sunrise period to give current TM holders the chance to 
register domain names ahead of others applicants.”     
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Prioritising Competing Rights 
 
Respondents, particularly those from the SME sector, frequently viewed the proposed release 
process as inherently unfair in that it “seems weighted in favour of big businesses.”  This view was 
built upon a widely held perception that the acquisition and maintenance of a trade mark was a 
practice confined to larger businesses who could afford to acquire and actively enforce such a 
registered right.  There were also comments that, by affording registered rights priority in the 
release, it placed yet “another obstacle in their way of achieving a meaningful online sales platform”, 
which may also be considered to reflect concerns relating to the current and ongoing availability of 
domain names. This was in spite of the provisions within the release for many businesses to have 
unregistered rights, for example through the use of a .co.uk or a business name, to be recognised in 
the second phase. 

Respondents from the SME and secondary market communities pointed to the ability of registered 
rights holders to take action against parties who they believed to be infringing their rights, for 
example through Nominet’s Dispute Resolution Service (DRS), and that as such their rights were 
adequately protected.  By affording priority in the release to those with registered rights, some 
claimed that it was in effect moving from an established position of protecting trade mark rights to a 
position in which these trade marks were able to “unfairly dominate” the market: 

“Trademarks do not grant monopolies over keywords and do not act as any kind of 
guarantee or quality in regards to the services being offered.  They exist simply to prevent 
one party passing off their goods or services as those of another, nothing more and nothing 
less.  Trademarks do not prevent other parties using the same keyword in a non-competing 
manner, and they are not something that every business has a need or desire to secure for 
their business – this is especially true for small business.  As such, trademark holders should 
have no greater right to secure a domain matching their mark.  A trademark centric view is 
one that implicitly deprives small businesses of their ability to compete on a level playing 
field.”   

 
There was a substantial amount of compelling opposition to the phased release proposed from 
organisations across a broad variety of sectors, such as from SMEs , but also including bodies 
responsible for brand  and intellectual property protection.  This opposition was based upon a 
recognition that the majority of legitimate businesses operate successfully without any need for a 
trade mark.  The inability of the first phase of the release process to take these applicants into 
account was considered to inevitably produce unfair outcomes that would penalise legitimate 
businesses.  Accordingly, in order to protect the investments and goodwill that those legitimate 
businesses had developed, the feedback contained a reoccurring sentiment that those parties with 
unregistered rights should be afforded the same right as those with a registered right at the 
application stage or should at least be able to compete in the same phase:   

“Registered rights sunrise and unregistered rights sunrise should both be allowed to request 
the domain name in the first phase.  Owning and managing a trademark is not cheap and 
hence not everyone has one.  There are thousands of small businesses, sole enterprises, and 
individual online enthusiasts who do not have a trademark but a valid existing website / 
business.  Taking away the opportunity from them to protect their years of investment in 
.co.uk and letting it be diluted by the owner of [direct].uk undermines the faith they put in 
you when the registered .co.uk domain name and spent years developing it thinking there 
would not be another website with the same name.  I understand that in the event of going 
to auction they still might not have the budget to bid against the trademark holders but at 
least it gives them a fair chance to secure the name they believe should be theirs.” 
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“Many small businesses are not registered trademark owners but do have a legitimate claim 
to the use of the domain – for example their company name (excluding suffixes such as 
‘Limited’) and ownership of a relevant .co.uk name.  The release schedule [proposed] 
penalises smaller businesses – who may have just as legitimate a claim to the use of the 
domain.  There is already a Nominet disputes process for resolving rights issues.  I feel that, 
in particular, owners of existing .co.uk names should be given highest priority rather than 
forcing them into an auction situation.” 

Impact on .co.uk registrants  
 
A number of respondents across business, IP protection and the registrar community thought the 
phased release was fundamentally unfair to existing registrants.  A commonly stated view was that 
the success of the existing co.uk brand could be attributed to “.co.uk registrants who have spent 
years and millions building their brand on them” and that it was loyal .co.uk registrants who “were 
instrumental in making .co.uk the success it is today”. Many .co.uk registrants stated that it would be 
highly likely that acquiring the corresponding direct.uk domain would be viewed as a necessity and 
that “it may be extremely damaging not secure this name.”  It was argued that by not affording 
existing registrants a first opportunity to acquire the equivalent direct.uk domain the proposals were 
penalising the very businesses that had helped to establish co.uk as one of the leading international 
country codes:     

“What about legitimate owners of .co.uk domains who don’t own a trademark?  My own 
domain is pre-Nominet and is my company, potentially someone else could register the 
[direct].uk of my domain and cause confusion.  I’m sure I’m not the only person in this 
situation.”      

A further trend of opinion that emerged in support of existing .uk registrants being afforded equal 
priority to registered rights holders, was the call for a hierarchy that recognised and rewarded the 
underlying rationale and purposes of the existing .uk SLDs: 

 “Domain names should be firstly made available to the holder of the .co.uk version of the 
domain, and upon active refusal to register it should then be offered in the following order: 
.plc.uk .ltd.uk .net.uk .org.uk .me.uk.  It would be totally unacceptable for a trademark holder 
to win the direct.uk domain version when an existing business has build up a brand on a 
.co.uk which Nominet clearly states is the domain for business.” 

 “Existing .co.uk domain name holders should be given the opportunity to register the 
equivalent [direct].uk domain before the landrush.  Companies which have invested 
significantly in their websites registered on a .co.uk should not be held to ransom by 
squatters and speculators who will obtain the [direct].uk domains in bad faith under the 
present proposals.” 

A significant number of the respondents who opposed the principle and objectives of direct.uk did 
go onto propose that their opposition would be lessened provided existing registrants would be 
afforded an “automatic right” to register the equivalent direct.uk domain.  There was a broad 
indication amongst objectors to the direct.uk proposal that in fact this would address their key 
concerns. It was argued that an “automatic right” would help to minimise any detrimental impact on 
existing registrants and businesses, whilst enabling trade mark holders to enforce their rights in 
much the same way that they currently do the .co.uk space.   

A small number of stakeholders, notably those active in the secondary market or registrants who 
had purchased their domain from the secondary market and thus invested significant financial 
resources in their domain name(s), were especially of the view that existing registrants should be 
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given an “automatic right” to the matching direct.uk domain so as not to undermine their initial 
investment. This group of respondents advanced the view that this should be the only way the 
service is implemented, as any other process could be inequitable. The analogy of “real estate” was 
used by a few respondents who suggested that Nominet was advocating an unfair process that 
would devalue their domain investments: 

“The overriding factor surrounding this is that current domain owners thought they were 
acquiring land that would not be able to be utilised by others. In the real world property 
developers buy land for many reasons but often it is because of the location and the footfall 
that they think they will get and domain ownership is no different. Property developers may 
hold land for many years without building on it until such time that they decide it is 
appropriate to build their next supermarket in a particular area. They purchase/ rent the land 
ahead of time to secure it and avoid the threat of competition and they expect to pay for it 
whilst it is empty. What they never expect is that another Supermarket developer will be able 
to build on the same land as in the real world this world this just would not happen!” 

However an alternative view was held by some, especially those involved in consumer protection, 
who argued that mere registration of a .co.uk domain should not afford greater rights to the 
registrant than the owner of an unregistered brand:  

“There are no guarantees in any market and it is not appropriate for Nominet to protect the 
value of existing registrants’ portfolios… There is a process and cost associated with 
acquiring a trademark that should be protected.” 

 “If the owners of .co.uk domain names are permitted to register corresponding direct.uk 
domain names in the second stage, this may put the owners of unregistered marks at a 
disadvantage. The owners of .co.uk domain names should not be privileged over the owners 
of unregistered brands, where the latter has spent considerable time and money building up 
brand value and where the domain owner has done nothing more than register the domain. 
Registration and legitimate use of a domain name may be indicative that the owner has 
acquired unregistered or common law rights in the brand which is incorporated into the 
domain, but the registration and use of the domain name per se confers no such rights – 
otherwise the registrant of a pay per click site incorporating a third party brand could claim 
to be entitled to secure the corresponding .uk.  There should be some valid legal method of 
distinguishing between competing ‘rights’ at the second level.” 

Of the respondents who were opposed to the proposed phased release, some noted that they felt 
that it conflicted with Nominet’s existing “first-come-first-served” principle, which they considered 
to be the fairest way to distribute domain names.  This principle operates in conjunction with the 
DRS providing a mechanism to those who believe their rights are being infringed. The DRS was 
frequently commended in stakeholder feedback and held in high regard. Some respondents went so 
far as to say that the proposed release should be revised to remove the various phases as processes 
already established for the existing register are robust enough to deliver the proposed service: 

“First come first served is fairest release mechanism with a minimal registered rights period.  
The more complex, the more liable it is to abuse and loopholes.”   

Others expressed concern regarding the cost to rights holders of enforcing their rights post-
registration and whilst recognising that the proposed release mechanism was not perfect, urged 
Nominet to consider other forms of release mechanisms that prioritised legitimate rights:  

“If Nominet truly wants to provide a platform where parties with legitimate rights are given 
priority and those rights are protected, then we would suggest that this is an ideal 
opportunity to think beyond the traditional sunrise – landrush - general sale model, by 
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providing enhanced rights protection mechanisms, for example an opportunity for rights 
owners to block certain names for no- or extremely low-cost.” 

There were a number of concerns, particularly from consumer interest groups and SMEs, based on 
the expectation that the release mechanism would result in equivalent domains under .co.uk and 
direct.uk having different registrants and that this would lead to “a large amount of confusion in the 
marketplace and lost revenue for existing .co.uk business owners.”  There were concerns present 
amongst some SMEs that competitors may obtain the direct.uk equivalent of their website and 
benefit from traffic “leakage” and the goodwill established by the business which could have a 
significant detrimental impact on their businesses.    

Fairness 
 
The feedback to this section illustrates that the concept of fairness is a subjective one. Parties readily 
acknowledge that there are competing rights in a particular domain name but the ability to define a 
process that can objectively determine what is reasonably considered a fair outcome is a point that 
proves contentious given the alternative levels of value that parties assign to supporting criteria.  For 
example, those parties with registered rights feel it is only fair that they should have first refusal of a 
domain in order to protect their rights.  On the other hand, many existing registrants have 
developed a brand without registered rights but feel that it is only fair that criteria such as the age of 
domain registration should be taken into account:  

“The proposals for sunrise do not take account of those who like me have a registered 
trademark directly corresponding to a .co.uk domain name, that was registered and has 
been consistently in use since before Nominet even came into existence.  Someone in my 
position should not be put to the expense of bidding at auction to secure a [direct].uk domain 
name that will be actively promoted as being more “trustworthy” than my long established 
.co.uk domain name, possibly for no reason than to keep it out of the hands of a direct 
competitor.” 

 
In spite of the opposition to the phased release as proposed, there was nevertheless recognition 
amongst the majority of stakeholders that legitimate holders of trade marks should be in a position 
to protect their registered rights in the release of a direct.uk space.  Further, there was a clear need 
to strike an appropriate balance between protecting legitimate registered rights and delivering a 
system that is flexible enough to enable registrations from the broader community, particularly 
those with unregistered rights. In line with this recognition there was some desire, particularly from 
existing registrants, for a fair and transparent method to determine applications for a domain name 
based on a trade mark.  There were some calls for the system of trade mark recognition to be in line 
with the model established by ICANN for the release of new gTLDs.  

What constitutes use? 
 
The concept of use generated significant comments in the context of both trade marks and existing 
third level registrations and was raised by respondents from a range of stakeholder groups, including 
brands, SMEs, secondary market, and consumer protection.  

In the context of applications for domains made on the basis of a registered trade mark, the 
consultation proposed that those trade marks should be enforceable and “in use” in the UK. In 
response to this organisations operating in brand protection, as well as many businesses, were 
concerned that under European Union trade mark law there is no requirement for a trade mark to 
be in active use for a continuous term. Therefore any trade mark clearing system should take into 
account the legal requirements that allow non-use of a mark for up to five years before revocation 
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becomes an issue.  Accordingly, any release process that affords a degree of priority to trade marks 
may also need to recognise that the absence of use does not necessarily invalidate an application.   

A view expressed, especially in the secondary market, was that the trade marks system was 
susceptible to exploitation by those seeking to benefit from it.  Given the varied number of 
classifications and the relative ease at which an application can be approved in numerous 
jurisdictions there was concern that persons who have speculatively acquired a trademark without a 
legitimate credible basis for doing so would be able to game the release system and acquire a 
particular domain name at the expense of a bona fide applicant:        

“If trademark owners are to be offered rights at any stage at all, this needs to be handled 
with extreme caution.  A number of individuals took advantage of this loophole in the short 
domain registered rights phases by purchasing trademarks and piecing together evidence of 
use.  Whilst this may have passed the test, it seems clear to me that the intentions behind 
these acquisitions was purely for profit rather than business reasons.  Furthermore, there are 
a number of generic words registered as trademarks in irrelevant categories such as scented 
candles.  It would not be good to see these domains be awarded to possible trademark 
squatters.” 

 
“I believe reliance on a trademark system is flawed as this can be gamed.  What I mean by 
this is someone can register a trademark and not actually have a legitimate purpose for this 
trademark, however they may register a domain name.  This has been seen in .eu, .tel and I 
am sure other sunrise periods, I believe it will happen again with direct.uk if the release is 
based upon the proposal as it stands.” 

 
Secondary market stakeholders offered a different perspective on the question of “evidence of use” 
in relation to .co.uk domain names, as compared with the view from other businesses, arguing that 
requiring evidence of use of a .uk domain was inappropriate:      

“The onus should be on ownership not "active use". Owning large numbers of .co.uk domains 
is a perfectly legitimate business practice (acknowledged in DRS policy and in other places by 
Nominet) so the fact of owning a .co.uk name should be sufficient for "first refusal" to be 
granted on the equivalent .uk domain. Failure to do so is artificially penalising those entities 
with the foresight to stockpile relevant names for future use (a very good move business-wise 
given that all the commercially significant domains have been registered) and those for 
whom the domain trade is their business. Nominet has acknowledged the legitimacy of a 
(well behaved) secondary market, so should not slam the door on this by disregarding the 
owners of .co.uk domains who don't happen to have a site live that minute.” 

Conversely some SME registrants had a negative view of the role of the secondary market and went  
so far as to suggest that consideration should be given to a positive obligation to use a domain name 
directly in connection with an offering of the registrant’s related goods and services, specifically 
excluding parking or re-sale of the domain:  

“There should be a further requirement that registered domains must be used and that 
registered names that remain undeveloped (or ‘parked’) for more than a very limited time 
period should be unregistered (or possibly made available to compulsory take-over by 
another party that has a legitimate interest in the same name and wants to use the domain 
for real content).  Resale of registered domain should not be permitted.” 

 
“Why not revoke possession of a .uk unless it is used for e-commerce within a certain period 
e.g. 12 months?” 
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Others were of the view that the potential for exploitation was so high that they cautioned against 
second level registrations being generally available at all: 

“I personally don't think it's a good idea to enable .uk for widespread use, I think it's a very 
dangerous path, and it should be restricted… I also believe that this system will be abused by 
domain hoarders whose sole intent is to grab the domains and then use them for parking or 
lease them out. I have been the victim of this kind of domain hoarding, my company has had 
to find different words and names to represent itself because domain parkers claim it and 
then ask for thousands of pounds in return. I would reiterate that I am AGAINST the enabling 
of .uk for general use, it should only be allowed to use by the government, it should never be 
allowed for commercial or non profit purposes.” 

 
In contrast, there was feedback from the secondary market and some retail registrars which 
explicitly rejected such arguments and argued for a broader definition of what constitutes “use” to 
avoid potentially unjust outcomes. Many were concerned about domains that are not perceived to 
be ‘used’ e.g. pay-per-click or for sale: 

“It is vital that the requirement to “use” a .co.uk domain name to be allowed to own the 
equivalent [direct].uk domain be extended to these entities that own large portfolios of 
generic .co.uk domains for resale, which is a legitimate business recognised by Nominet and 
explicitly detailed as such in the DRS policy which states “trading in domain names for profit, 
and holding a large portfolio of domain names, are of themselves lawful activities.”  If it’s a 
lawful activity, it should also constitute “use” from the point of view of determining the right 
to own [direct].uk domains.”   

 
“This worries me as what would happen if a person has purchased a domain for a future 
website but has not got a site on it as they are planning development, writing content, 
making contracts, raising funding and researching the business plan to ensure that the 
domain name space that is actively used to provide rich content to users and support e-
commerce and play an important role in promoting the digital economy so it will be highly 
valued by its users.  Under the current guidelines they would lose out where as someone who 
has slapped together a poorly functioning mini-site using stolen content and non-licensed 
images which provided no additional value to the web community would be eligible because 
they can provide evidence of use”.   

Auctions 
 
Within the phases of the release process outlined in the consultation, it was proposed that in cases 
where there were numerous competing applications for a particular domain name an auction may 
be utilised as a tie-breaker mechanism.  Whilst there was recognition that a tie-breaker mechanism 
of some sort may be required, there were generally low levels of support for the auction process 
specifically.  Respondents from the SME sector signalled that they felt that they would be unable to 
compete at auction with larger businesses due to the financial constraints that they faced and would 
miss out on a domain name that they felt they had a legitimate right to. As such the auction process 
was deemed inherently unfair.   

This feedback revealed a widely held opinion that whilst auctions may be the most efficient means 
to allocate resources in the event of a stalemate, they provide no means to reward potentially 
higher quality or added-value elements to an application. As such the auction process was 
considered a somewhat blunt tool with the potential to create inequitable outcomes. It was 
suggested that credible alternatives to a traditional auction could be usefully explored with a view to 
achieving more palatable results to the majority.  For example: 
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 “The bidding process should not be allowed, it should be down to who can prove that their 
brand has the highest connection with the name. “ 

Amongst those who objected to auctions as a means to settle competing applications there was a 
belief that it was primarily a process for Nominet to generate revenue:  

“I strongly disagree with the use of auctions to sell domains as they are a blatant method of 
revenue generation [for the registrar]and have nothing to do with rights management.  
Whose rights are being managed, exactly- the one with the deepest pockets?” 

A small number of registrants objected to the proposals because they had recently participated in 
auctions for the short domains release. On this basis there was a range of comments that argued 
various methods of avoiding this problem such as that short domains should be restricted or 
protected under direct.uk, or alternatively that the registrants of the .co.uk domain should 
automatically acquire the right to the direct.uk equivalent.   

Some of the feedback received highlighted the role of the DRS in providing a robust and effective 
means of settling disputes as and when they arise.  There was some support for exploring whether 
there was a potential role for a “DRS type” mechanism in a sunrise process as an alternative to 
auctions as a means of settling disputes. 

Support for a managed release 
 
Whilst a proportion of registrars and existing registrants signalled strong opposition to the proposals 
this was frequently qualified by a view that if the service were to go ahead a release that recognises 
unregistered rights as being at least equal to registered rights at the application stage would be 
absolutely necessary.  Strength of opposition was often closely linked to what might be considered 
implementation questions relating to what names should be reserved and the impact that the 
holding of names such as generic terms can have upon the secondary market and holders with no 
trade mark over such terms. The lack of consensus on these points can be attributed to a 
disagreement on the implementation rather than as an objection to the principle of the service 
having a managed release should the service go ahead:     

“Existing registrants of .co.uk domains and that built a business brand on this basis, should 
be given priority over registered trademarks.  This is particularly important in cases where 
the term is generic and therefore it has been impossible to register a trademark in the 
relevant category.” 
 
“The release mechanism will favour those entities fortunate enough to have acquired 
trademarks, with some entities holding large portfolios of trademarks for the explicit purpose 
of acquiring domain names during the 'Registered Rights Sunrise' period, having acquired 
these trademarks speculatively in order get 'first shout' as registries around the world release 
new extensions.  This leads me to be believe the process with be 'anything but fair' and 
particularly disadvantageous to existing holders or .uk domains, who may have acquired 
generic name in the secondary market and spent considerable sums on developing a web 
presence, SEO and branding.  I think one proposal would be to 'prohibit the sale' in the 
secondary market of this new domain extension as the Irish Registry do, with the threat of 
confiscation in the event of the domain been offered for sale or Nominet being made aware 
retrospectively of a sale having occurred.  This would simply remove the financial incentive 
for the acquisition of the new proposed names by domain speculators and make it much 
more likely businesses operating with UK presence could acquire the new .uk names without 
paying a ransom.  Furthermore I believe that trademark holders and unregistered rights 
holders should been given an equal opportunity during the 'phased release' process.  This 
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combined not allowing sales in secondary market, would I believe ensure legitimate trading 
businesses particularly SME's who are less likely to hold trademarks a fair a reasonable 
opportunity to register an appropriate domain name from the new range.” 

 

Liability 
 
There was a suggestion within a small amount of the feedback that the phased release could result 
in an allocation of domains that could be considered to infringe upon certain rights and that as a 
result this could give rise to legal proceedings which may expose Nominet to varying degrees of 
liability: 

“The .co.uk domain was created to differentiate commercial activities from other types of 
web presence.  If the direct.uk domain is intending to replace this then I would suggest that 
there is an obligation upon Nominet to offer first refusal to existing .co.uk holders.  I suspect 
that legal challenges may result of the proposed system.” 

 
Secretariat commentary: The fact that there is broad variety of strongly held views on the issue of 
rights management and how this right should be protected in a staged release of a direct.uk service 
makes it especially difficult to identify a consensus in support of any particular approach.  It is clear 
that the majority of respondents support a phased release mechanism of some kind but that many 
have objections to the exact proposal as set out in the consultation. If the proposal is taken forward, 
Nominet would need to explore how it can release domains using a mechanism that can assess 
competing rights so as to ensure that legitimate rights, both registered and unregistered, are 
recognised. 
 
In considering the calls from some stakeholders for Nominet to ‘grandfather’ existing domains into 
any new space Nominet would need to take into account the objective to strengthen and grow.uk, 
and whether what some have described as ‘replicating’ the existing register in a new space would 
help Nominet achieve this objective.  Grandfathering would not of itself remove all possible sources 
of contention between different applicants and alternative resolution mechanisms would need to be 
adopted.  These would need to address the strongly expressed views of many around the usefulness 
of “use” test, the risk of legal liability to Nominet, and the equitability of using auctions as a tie-break 
mechanism. 
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Part VII: Channel to Market 
 

Nominet has a competitive retail channel to market offering the registration of .uk domains to third 
parties, often as well as other Top Level Domains. The registrar channel also actively sells other 
complementary services to registrants alongside domain names such as hosting services, web-
design, security, technical support, domain name management, and brand protection.  
Nominet is committed to promote excellence and innovation in our channel to market and to 
working with and supporting our channel to ensure success. A strong partnership with the registrar 
channel is vital to ensuring a successful domain space and in the consultation on the Registrar 
Agreement Nominet highlighted stakeholder views that the channel has an important role in the 
development of a competitive and vibrant space, as well as in ensuring a high level of data quality 
and integrity.  
 
The consultation on direct.uk invited stakeholder views on whether registrars should be required to 
demonstrate compliance with objective criteria in relation to data quality and service levels, in light 
of the features that had been proposed as part of the direct.uk service.  These might impose 
additional responsibilities or interaction with the registry and the registrant.  The consultation 
further asked stakeholder for their views on what these criteria should explicitly cover. 
 
Support for standards in the channel 
 

There was clear general support from stakeholders that the sale of domain names should be 
only through registrars who could meet a level of service and verification of data quality.  

 
Stakeholders agreed by an order of nearly three to one in terms of frequency of responses, but the 
proposals were also staunchly supported by those stakeholders representing consumer interests, 
law enforcement, and brand owners who highlighted the role of the registrar in protecting 
consumers: 
 

“A key frustration in the fight against counterfeiters who sell online is that, while the police 
can shut down sites selling fake goods, it is very difficult to find, and therefore prosecute, the 
criminals behind the sites.  The information held by the Registrar and that which appears on 
WHOIS is often incomplete, inaccurate or just fake, as is the financial information supplied.  
This is why Alliance Members and law enforcement agencies have long campaigned for 
Registrars to be required to make proper checks on those purchasing domain names.”  
 
“Certainly registrars that have a history of allowing false or inaccurate WHOIS data or those 
that have a certain number of complaints upheld against them should not meet the criteria.  
We consider it reasonable to require compliance with the following:  
-an abuse point of contact at each registrar;  
-a visible set of Acceptable Use Provisions which will be enforced;  
-requirements to maintain updated WHOIS information with Nominet; 
robust data retention requirements.”  
 
“ There should be some kind of escalation procedure to Nominet if a registrar is unable or 
unwilling to co-operate with a brand owner, for example if it appears that a domain has been 
registered solely for a criminal enterprise and the registrar may itself be a suspect. Nominet 
might also offer to act as a conduit for passing information to registrars if it can do this more 
efficiently than law enforcement authorities.” 
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Some registrars offered comments about the entry bar to being a Nominet registrar (and member) 
being set too low to ensure a high degree of service, urging Nominet to examine its channel to 
market: 
 

“An accredited, audited and compliant registrar channel is vital to the creation of a new 
secure and trusted name space. Nominet’s incumbent membership model is easily obtainable 
and largely unregulated by virtue. It’s not suitable to achieve the security and trust the 
consultation seeks.” 
 
“For Nominet to move forward, a radical overhaul of the membership structure and 
governance is required. It is wrong that all members (registrars) have the same rights 
regardless of behavior and standards. The question of what standards registrars ought to 
comply with cannot be addressed until such time as these problems of the 
membership/registrar structure had been resolved. I am not opposed to the raising of the bar 
across the board for all registrars, but the fact that there are no standards to becoming a 
registrar in the first place is non-sensical.”  

 
There were also a considerable number of respondents who indicated that they “Do not know” in 
response to this question indicating often stating that it was difficult to comment on the imposition 
of a set of criteria without knowledge of, or at least examples, of the types of requirements to 
consider.  This lack of specificity did not however deter most other stakeholders from answering this 
question either in the negative or the positive, and outlining their thoughts on specific criteria in 
response as summarised further below. 
 
Scope of Criteria & Differentiating the Channel 
 
Some respondents queried why Nominet would suggest additional criteria specifically for direct.uk 
and not the existing SLDs. They frequently suggested that it would be inappropriate to have different 
sets of standards for different services or parts of the channel, and that as a principle Nominet 
should be seeking high service standards throughout its registrar channel without exception:  
 

“This is essentially creating a 2-tier registrar structure where the larger registrars (many of 
which aren't even UK owned businesses) would have control and priority over any new 
products. This is blatant restriction of trade and open to litigation.  The current registrar 
agreement for providing correct data is already in place and wholly adequate.” 
 
“If registrars cannot provide an acceptable level of service and data verification then 
Nominet should not work with them for any registrations in direct .uk or the current third 
level services. There should be no need for a higher standard for direct .uk registrations.” 

 
It is may be useful to note that this question was framed against the backdrop of the review of the 
current Registrar Agreement and will likely cover data quality.  Improving data quality is a key 
objective and an issue on which Nominet works closely with its registrars. Some respondents 
believed that requiring registrars to comply with a minimum set of specific criteria for a new 
direct.uk service would be a measure that would reinforce this existing objective:  
 

“An accredited, audited and compliant registrar channel is vital to the creation of a new 
secure and trusted name space. Nominet’s incumbent membership model is easily obtainable 
and largely unregulated by virtue. It’s not suitable to achieve the security and trust the 
consultation seeks.” 
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Access and non-discrimination 
 
Most registrars and stakeholders recognised the importance of standards in the channel. There was 
a consistent refrain amongst registrars, particularly amongst those who manage their own domain 
portfolios and smaller registrars reflecting concern that criteria should not harm their ability to sell a 
direct.uk domain. Some of these stakeholders objected to the principle that there should be any 
criteria at all to be met to sell a different .uk domain, and that standards should be the same across 
the channel for all domain sales:  
 

 “None; service level is something that should be left competitive to allow registrars to 
differentiate. At most, minimum pricing would allow registrars the resources to ensure that 
they can deliver the desired service levels.” 
 
“None; service level is something that should be left competitive to allow registrars to 
differentiate. At most, minimum pricing would allow registrars the resources to ensure that 
they can deliver the desired service levels.” 
 
“NONE - if a registrar has gone through the accreditation process with Nominet in the first 
place and can freely register .co.uk domains then by proxy they should be allowed to register 
direct.uk domains, anything less is completely anti-competitive and could lead to smaller 
providers simply going out of business from even more pressure from the larger tag holders 
which is completely unacceptable.” 

 
“Registrar is a registrar, it has to be fair for all.” 

 
In contrast, a higher number of respondents, including registrars, were chiefly focused on ensuring 
that Nominet appreciate that any criteria should be non-discriminatory in nature in order for the 
registry to support the channel and for a direct.uk service to be successfully launched. In particular, 
pleas were made that Nominet’s standards ensure impartiality and non-discrimination to cater for 
registrars of different sizes, or to take account of the different business models: 

 
“The phrase "regardless of size" is very important to us and many other small registrars.” 
 
“I am unsure of suitable criteria but as a very small registrar I would like it to be possible to 
be included, so the criteria must actually be reasonably achievable by small registrars.” 
 
“This should only be applied to public-facing registrars. A distinction needs to be made for 
registrars offering .uk names that matches the one currently made for .co.uk registrars: if the 
registrar has been set up as a "convenience" by an entity (in order to manage all their 
domains in-house, receive wholesale pricing on renewals, not be subject to the vagaries of an 
unknown 3rd party etc.) then there shouldn't be such an onerous burden. Those companies 
that sign the undertaking they will not be selling registrar services to 3rd parties should 
consequently be exempt from the most complex requirements.” 
 
 “The registrars should demonstrate their experience in the field and how they intend to 
possibly screen registrations. It is possible for individuals to become so-called "registrars" and 
a high burden would fall on them if they were to be required to validate registrations and 
provide a high-level of customer service for resolving DNSSEC issues- these WILL happen due 
to the potential for DNSSEC to go wrong and registrants WILL need to liaise with their 
registrar in these cases! Of course this should not be an impediment for big and small 
companies to be allowed to compete in this new namespace.” 
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Views on service quality 
 
In terms of the criteria that might need to be met by registrars, there was a very broad range of 
ideas from stakeholders about the scope and level of service quality. Some perceived service levels 
as applying particularly to technical standards whilst others highlighted customer service levels as 
especially important. Others took a more subjective view of business types, and suggested that only 
certain types of registrar be permitted to register direct.uk domains: 
 

“Whilst it is correct to recognise registrar criteria being met from a technical viewpoint, do 
not forget simple stuff like past history - disputes, complaints, accounts and so on should be 
part of it. I have no offering on how you police that nor have I any idea if any registrars 
behave badly.” 
 
“Track record of excellent service to other .uk domains, guarantees of availability / uptime, 
and specified levels of technical capabilities (eg. full DNS management available with 
standard registration fee).” 
 
“Minimum security (similar PCI-DSS standards requirements), minimum data standards 
(minimum detail in data for addresses, etc) and inclusion of essential services in the standard 
registration package they offer - EG: include everything to manage DNSSEC a part of the 
bundle not a premium extra.” 
 
“Only registrars who sell domain names at a nominal price, support ecommerce, web 
services, server/storage solutions, etc. should be considered. Registrars with the sole aim to 
speculate on domain name values, and hold legitimate businesses (with rights, TM. etc.) to 
ransom should be specifically excluded. In our experience (dhp.co.uk v's Commerce Internet), 
we feel nominet should, prior to this next release, update it's 'abusive registration' policy in a 
final attempt to discourage cyber squatters.” 
 
“Mechanism to ensure records are maintained accurately.  Security steps in place to require 
validation for transferring the domain.  Limits to ensure there are no domain hoarders, e.g. 
purchases per month.” 
 

There was however caution expressed that establishing criteria which could be considered 
excessively onerous or unattainable could effectively bar registrars from selling the service, and 
therefore have a detrimental impact upon the take up of the service. This was a particular concern 
held by smaller registrars many of whom assumed that such criteria would prevent them from 
selling the product and therefore affect their ability to compete in the marketplace: 
 

“By requiring 'a certain level of service' you are essentially going to be limiting it to the big 
registrars who have the time & money to convince you that they are up to that level, while 
actually giving very poor service to their customers from their overseas call centres. Smaller 
registrars who don't have time to spare to fill in all your forms, but dedicate their time to 
actually helping their customers will be excluded.” 

 
Role of registrars 
 
A sizeable number of stakeholders recommended that Nominet could extend the boundaries of its 
role with a view to selling the service directly, which could help to ensure the integrity of contact 
data. A small number of stakeholders further advocated that the registrar channel should not be the 
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channel to market, but rather, that Nominet alone should sell a direct.uk service directly to 
registrants: 
 

“I think the role of registrars should be marginalized as far as possible.  Registrars tend to be 
subject to commercial conflicts of interest and should not be responsible for validating the 
identity of registrants.” 
 
“No other registrars should be involved other than Nominet directly - of course registrars are 
in favour of this, it's just a great big money making scheme for them.” 
 

Many strongly advocated an approach in which Nominet assumed responsibility for the process of 
verifying contact data submitted in support of an application to register a domain name: 
 

“The registry should perform the contact data verification, not the registrars. This will ensure 
all domains being verified equally, and it will ensure that the registry owns the verification 
process and establishes the level of verfication quality to be used for .uk domains.  
Verification is not a natural fit for a registrar, who is more motivated to maximize domain 
registrations rather than being restrictive towards customers and turning down customers 
not being able to verify properly.” 

 
“The core verification procedure should be run directly by Nominet. As described in this 
survey, that means that Nominet should generate and post the address-verification letters. 
Where a registrant is a company or other registered entity, the registration should be linked 
to the Companies House record, and evidence should be kept to show that the registered 
entity really does control the domain (e.g. by sending a PIN to the Company Secretary). 
Similar evidence should be kept for trademark owners.” 

 
Registrars were particularly concerned about the support their customers would require as well as 
the resource implications associated with many of the proposed additional features, as highlighted 
in the earlier section on the implementation of DNSSEC. As such, consideration of how Nominet 
would seek to support the channel and in particular smaller registrars, in enabling them to meet any 
criteria associated with selling a future product. The need to establish a capacity building 
programme for DNSSEC was also held by some to be an essential component in this respect. In 
particular registrars indicated that they would welcome further information to clarify the extent of 
their role, if any, in supporting registrants with the verification process and the security provisions.  
 
Some registrars that already offer various services such as malware scanning indicated that the 
bundling together of these features with a new shorter domain would prove too restrictive. This 
highlighted a desire amongst some registrars to be able to sell compliant direct.uk features directly 
or choose to sell a bundled package of the direct.uk service. This view echoed points that were 
raised in the context of Nominet providing security features as part of the direct.uk proposition as 
potentially competing with the existing interests of registrars:  
 

“While …  welcomes attempts to make the internet safer for all users, [we are] concerned 
that Nominet, in offering such malware and virus scanners, is encroaching into the registrars' 
business. That is selling a packaged product ( in effect what direct.uk is) that limits registrars' 
opportunity to sell the products themselves.” 

 
Secretariat commentary: Consideration of Nominet’s means of delivery to market such as whether 
its services could be provided on a “bar and compliance” basis, whereby registrars could demonstrate 
their compliance to a clear standard set by Nominet, as well as on a packaged basis. A “bar and 
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compliance” approach would obviously have implications for enforcement and consumer recognition, 
but may prove to be a more flexible means to enable different registrar models to sell direct.uk.  
 
Feedback elicited a wide range of suggestions for specific criteria that Nominet should consider 
requiring registrars to meet. Some of the suggestions were of a technical nature such as the 
requirement for a registrar to be EEP enabled or a demonstration of minimum technical competence 
levels. Some suggestions focused upon compliance with specified standards of customer service and 
support levels, and others suggested additional requirements such as enabling the sale only through 
registrars who register on behalf of third parties or those who have been approved by law 
enforcement agencies. Some registrars specifically stated that standards and service levels should be 
left to the market to decide to enable registrars to differentiate.   
 
Some suggestions were notably subjective and would be challenging to set objective criteria or 
enforce. The point of enforcement and sanctions came up frequently indicating the expectation that 
Nominet should promote standards and potentially ‘strike off’ registrars who breach the agreed 
standards:  
 

“They must commit and comply with everything Nominet has deemed mandatory, and be 
fined if they fail - on EACH instance they fail. At one point there were .pro gTLD registries that 
were allowing anyone to register without verifying their registrants and it deeply impacted 
the value of it. They have since cleaned up their act in the last few years but a substantial 
amount of damage has done. .uk is not like .pro. The .uk TLD is considerably more valuable 
and registrars should reflect on all your high values and standards that you have displayed 
since the beginning of .co.uk.” 
 
“There should be a code of conduct and strict disciplinary sanctions. The registrars should all 
be UK based and owned.” 

 
Secretariat commentary: Clearly these are issues that link closely with the review of the Registrar 
Agreement where Nominet is seeking to incentivise best practice and ensure contractual compliance. 
If there is to be specific criteria for the sale of any new service, clear objective criteria that do not 
discriminate on size will be important to ensure that all Nominet registrars can demonstrate 
exemplary levels and a genuine commitment to high levels of customer service and support for their 
customers.  
 
UK presence 
 
Many registrars noted the proposal to require the registrant to provide verifiable contact 
information in the UK such as a UK business presence, leading some to question whether this would 
also lead to a restriction on sales to non-UK based registrars. A significant number supported UK 
presence as a concept however others suggested that this would be difficult to apply and would 
have a significant impact on the service’s reach to registrants.  The feedback did note however that 
some registrants have had poor quality service from registrars that are not based in the UK for one 
reason or another. 
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Part VIII: Existing Second Level Domains 
 
In the consultation document, Nominet reaffirmed its commitment to continuing to support existing 
second level domains and asked stakeholders what their views were on this approach.   
 
More than two thirds of stakeholders who responded in writing did not offer any specific feedback 
to this stated commitment and it could be objectively assumed that there was a general non-
objection to this approach or even an expectation that this would be the case. Of those who did 
comment, a small number of stakeholders positively welcomed this statement and the approach:  

 
”Great idea.  Nominet does a really good job of this already and I would like to see this 
continued.” 
 
“… fully supports this approach. The existing Dot UK namespace has developed over the 
years into a vibrant and thriving area for Internet users to interact, exchange, communicate 
and do business in. For domain registrants and Internet users worldwide, co.uk is 
synonymous with ease of access, low prices and simple registration rules.  Many existing .uk 
SLD registrants have invested considerably, be it financially or in other ways, to make sure 
their domains and the Internet services associated with them are as successful and 
qualitative as possible. The new direct.uk should not impact that in any way.  As proposed, 
direct.uk fits alongside co.uk very well. It is a more complex domain, with a higher bar for 
registration and more security requirements. …So existing .uk SLDs provide viable 
alternatives that should remain cheaper and open to non-UK address holders.  Maintaining a 
clear product differentiation between direct.uk and any existing Dot UK SLDs will also endow 
the United Kingdom with one of the most innovative namespaces around. This will help 
attract new business and new interest to the British Internet community and industry, 
thereby serving Nominet's stated objective of boosting the UK's digital economy.” 
 
“I agree. .co.uk is firmly ingrained in the national consciousness, and I would be surprised if a 
.uk domain changed that. If Nominet is to actively ensure that happens, then I think this is 
definitely a very positive move.” 

 
However, some two thirds of all comments that were received on this statement were specifically 
negative, with the balance a mix of positive statements in support of the approach and other 
comments suggesting possible approaches that Nominet should take to ensure the successful co-
management of both spaces.  
 
A general theme identified throughout the feedback of those objecting to Nominet’s statement of 
continued support, was that the direct.uk proposals undermined existing third level domains in 
.co.uk and .org.uk and in themselves contradicted Nominet’s stated “support” of existing second 
level domains. There were some especially critical statements from stakeholders with commercial 
interests in the existing .co.uk domain space:  
 

“I believe .co.uk domain owners should be first in line for .uk domains, ahead of trademark 
holders and other parties. Collectively they have spent tens of billions of pounds advertising 
and marketing their existing websites on .co.uk - and that also brands ".co.uk". However, by 
giving TM holders precedence you're effectively denying the majority of .co.uk holders the 
chance to secure their matching .uk domain. And no matter how you dress up the .uk 
extension, how many additional services and safeguards you tack on, it will be seen as a 
commercial extension that is the equivalent to .co.uk and as such all companies of all sizes 
are likely to want to safeguard "their" .uk domain.  By allowing TM holders to cut in line 
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ahead of them, you're denying the huge numbers of companies owning generic names 
(which they have not trademarked because the applicable trademark class would 
automatically be denied to them because of the genericness of the name) in favour of those 
companies "astute" enough to trademark the term in some irrelevant TM class.” 

 
“If Nominet were fully committed they wouldn't be wiping the SLDs off the face of the planet 
by implementing this farce.  IF it ain't broke why the hell fix it?  Oh yeah....MONEY MONEY 
MONEY  Makes me sick...In the words of Ron Jackson "...I just hope their consultation doesn't 
follow the model we have seen so often in ICANN public commentary exercises where the 
public comes out overwhelmingly opposed to something, only to have ICANN go ahead and 
implement it anyhow. That will quickly earn you an F in Credibility 101..." 

 
Some stakeholders expressed anger and disbelief in the sincerity of Nominet’s commitment and 
suggested that were Nominet truly committed to both security and to existing second levels then it 
would be logical to introduce features to increase security across the existing register. However 
upon closer examination of the responses of these stakeholders in full, rather than their response to 
this particular statement, it was found that they more generally disagreed with the introduction of 
security features as a principle:  
 

“Show the commitment to .co.uk and .org.uk and other SLD's that you are implying with this 
consultation.  The problems are not new but also have not been fixed.” 
 
“The existing extensions should be the only ones - these are the ones where you could think 
about adding the features like security, malware, DNSSEC and authentication - without 
hacking off SME's and individuals that have spent good money on what you have been selling 
as "the place to be"!” 
 
“This will kill .co.uk.  .co.uk is the commercial space for UK businesses.  .uk is the commercial 
space for UK businesses.  Do you see the problem?  If we need shorter names, then migrate 
.co.uk to .uk.  If we need better security, then roll that out across all domains - or at least 
make it available to all registrants regardless of SLD/TLD.” 
 

A number of stakeholders from civil society and the security sectors suggested that it would be 
simply unfeasible or untenable for Nominet to position the direct.uk space alongside other second 
level domains. Their view was that operating what could be perceived as a “two-tier system” would 
not achieve Nominet’s objectives to increase trust and security in the internet and would be 
contrary to the company’s public purpose.  
 
As such, these stakeholders suggested that many of the proposed features – in particular those 
around DNSSEC and contact verification – be introduced either on a voluntary or mandatory basis 
into existing SLDs. In respect of the latter, there were several suggestions that Nominet outline a 
clear timescale within which migration towards such higher standards would take place. Whilst some 
acknowledged that there would inevitably be transitional challenges in such a migration, they felt 
that this would overall be the best outcome for the .uk space:  
 

” It adds pointless confusion from a consumer perspective guessing a domain name, do they 
enter .co.uk or .uk for little benefit.  If the direct.uk is really a benefit a planned migration 
from .co.uk .to direct.uk would make the most sense with several years of running .co.uk and 
.uk in parallel.” 
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“No, no, no... Transition policy must be implemented. There is no alternative to this. Nominet 
should give .uk names FREE to existing owners of .co.uk and org.uk names. That will be 
honest. Otherwise, it will be made very clear that the main reason for, uk launch is profit.” 
 
“The fact that these are not subject to routine validation will lead to public controversy 
sooner or later. Proposals for a phased transition to a fully validated regime are essential for 
trust in .uk to be rebuilt and/or maintained.”   

 
This view was distinct from those stakeholders who agreed that such standards and features ought 
to be incorporated into the existing register – either on a mandatory or voluntary basis – and those 
who thought that direct.uk should be rolled out to the entire register via a mechanism of 
grandfathered rights. It is evident from the feedback that many stakeholders would expect Nominet 
to have a plan in place for gradual migration to direct.uk. For example, one stakeholder summarised 
their position as: 
 

“.uk has to compete within a global market and be ready to meet the challenges of an ever-
changing online presence. If that is best served through the creation of a new .TLD, complete 
with, for example, in-built security features, then this change should [to] be embraced. 
However, it is essential going forward that owners of existing services, .co.uk and org.uk, etc, 
are supported, and are not made to feel 'second best'. If the new direct.uk is successfully 
introduced there can be few reasons against the 'best' measures being retrospectively 
integrated into .co.uk, and into line with .uk. This will alleviate the potential for major 
conflict.” 

 
A small number of comments from stakeholders suggested that the mere adoption of two standards 
in one space as contrasted with the other would by inference be an acknowledgement of perceived 
deficiencies in the current rules and procedures in .co.uk. For example, the acquisition and 
maintenance of correct registrant contact details was seen by some to be a standard requirement of 
Nominet’s operations and not a feature that should offer a higher degree of protection. As such, 
these stakeholders were of the view that from an end user/consumer protection perspective, it 
would be inadequate to offer contact verification in one space and not the other: 
 

“Thus the existing regime facilitates, or at any rate can do little to prevent, the distribution of 
malware nor can it hinder other harmful activities which threaten both the integrity of the 
internet as a whole as well as the interests of many different kinds of individual internet user. 
In particular the current arrangements also allow for an owner to misrepresent their contact 
details. That being the case, what possible justification could there be for maintaining the 
status quo in respect of those domains? Wouldn’t it be better, simpler and easier for 
everyone to understand if every domain ending in uk operated to a guaranteed high 
minimum standard?” 

 
It was clear from stakeholder discussions in roundtables that a number of stakeholders with 
significant interests or investments in the existing .co.uk space were keen that Nominet ensure that 
it had a good understanding of the potential economic impact of its proposals on existing 
registrants, particularly in .co.uk. Many cited that the costs for an existing registrant would not 
merely be limited to the costs of transition over a period of time to a direct.uk domain if they so 
chose, but that existing registrants would feel compelled to register a corresponding domain in the 
direct.uk space in order to protect their online presence or brand and to ensure that they would be 
able to demonstrate that they were also part of the “more secure” or “more trusted” domain name 
space – whether or not these features did offer actual security or trust. Accompanying these costs of 
registering new domains, some stakeholders suggested that the cost of defending an existing online 
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presence on the basis of the release phases and rights protections mechanisms outlined in the 
consultation indicated that Nominet was placing existing registrants in a second tier to trademark 
holders. It was noted that these prospective registrants would potentially incur costs in defending 
their brands as well as other associated technical or re-branding costs of migration. 
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Part IX: Are there any Features that should be introduced to 
.co.uk over Time? 
 

The consultation asked for stakeholder views on whether they felt any features that had been 
outlined in the proposals ought to be introduced to .co.uk over time. Obviously those who expressed 
significant support for a particular feature, often advocated that it be offered to existing .uk domain 
name extensions.  Many of the responses to this question also reiterated the earlier point as to 
whether a new domain space was needed to introduce the proposed security features.  It may be 
useful to note that there were also stakeholders who advocated a “migration” of features including 
second level registration as noted in the summary on “Existing Second Level Domains”. 

DNSSEC 
 
DNSSEC was the feature that received the most support from the cross-section of stakeholders for 
introduction to the co.uk domain space. 

Secretariat commentary: The suggestion that DNSSEC be included either as mandatory or optional 
on existing domains by a significant proportion of stakeholders is thought-provoking given the 
analysis provided earlier in the summary that suggests that some respondents (especially registrars) 
believed there was a lack of consumer demand for the DNSSEC feature, and that the market was not 
ready to adopt it.   

UK nexus 
 
As previously noted, many people believe that .co.uk indicates that the registrant is based in the UK. 
It was therefore unsurprising that many stakeholders suggested that Nominet should enforce a UK 
presence requirement on existing domains:  

“The general idea of trying to make .uk domains (under any SLD) more closely tied to UK 
entities seems a worthy goal, although hard to implement in a useful way (that is, tied to 
entities which can be taken to a UK court for the wrongs committed with a domain). More 
research is needed but I encourage Nominet to continue in that direction and make future 
proposals, which could apply to .co.uk and .org.uk.” 

 

Secretariat commentary: It could be challenging to introduce such a requirement to the 10 million 
domain names already in the .uk register, however the comments indicated some support for doing 
so on the basis that the benefits relating to an increase in consumer confidence in .co.uk might make 
it worthwhile. 

Verification 
 
Introduction into .co.uk of the verification of contact data also received strong support. Whilst some 
acknowledged Nominet’s ongoing data quality programme, a significant number of respondents 
suggested that proactive verification at the point of registration would increase overall trust and 
decrease the likelihood of domains being registered by bad actors for malicious purposes.  One 
suggestion was that Nominet could display a ‘verified by Nominet’ badge on the WHOIS: 

 “It might be an idea to phase in verification for postal address of third level domains and 
eventually make it mandatory for third level domains to have verified postal addresses too. 
This could prevent abuse by overseas companies using fictitious contact information- of 
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course more time would be required to allow PIN code letters to arrive if sent overseas. 
Potential overseas registrants could register for a single PIN code for multiple domains, as I 
have described earlier- using a single "registrants online" account. Let's not forget the time 
when the police worked with you to suspend hundreds of domain names registered to 
potentially fake Chinese postal addresses all deemed to be websites selling counterfeit goods 
in the run up to Christmas. Had there been verification of the postal addresses used for the 
registration of these domain names, it may have been easier for the police to track down the 
registrants as they would have been forced to use correct addresses. The general public 
consider .uk to mean a website is UK-based already, and we should not simply open the .uk 
domain to direct registrations and create the wrong message that only these domains are 
subject to verification. For example, people would come to believe that potentially all third 
level domains are not trusted, and choose to do business only with websites with direct .uk 
registrations, causing potential competition issues. The vast majority of third level domains 
have been registered and used in good faith for many years, and should be protected from 
the potential for unfair competition.” 

“The services offered as direct.uk could also be offered as a premium service to third level 
domain registrants. Verification levels can be listed with a digital signature in the WHOIS and 
DNS.” 

 
Secretariat commentary: There is clearly some appetite for there to be a stronger verification 
process for .co.uk domains however Nominet would need to consider how consumers and end users 
would be able to easily identify a verified domain. In relation to WHOIS development, the WHOIS is a 
largely technical tool with fairly low levels of public recognition. Adding value in such a way may 
require considerable efforts in awareness-raising among end users and consumers. 

Malware monitoring and trust mark 
 
Many comments suggested that all the features, including malware monitoring and the trustmark in 
addition to those outlined above, should be introduced to .co.uk. This somewhat contradicts the 
assumption that customers would not want to retrofit existing domains. It should be noted that the 
features were proposed on a mandatory basis and many suggested offering them on an opt-in basis. 
Those who did not support the proposal generally felt that there would be much less disruption if 
the features were applied to the existing space.   

Some were hesitant to see how the features worked before recommending they be applied to the 
existing space. However others suggested that the features could be introduced in parallel so as to 
avoid creating a two-tier domain space. 

Secretariat Commentary: Offering security features in .co.uk may go some way  go some way to 
addressing the concern that direct.uk would undermine the existing SLDs. The feedback indicated 
some demand that Nominet should offer registrants of .co.uk the ability to ‘upgrade’ their 
registration should they wish to. However it could be that many respondents stated their preference 
for the features to be applied to the existing space because they fundamentally objected to the 
direct.uk proposition.  

Should any of the features be applied to .co.uk there would also need to be some mechanism 
introduced for consumers to be able to understand the level of security committed to by the 
registrant. This would be particularly important should any of the features be offered on an opt-in 
basis. Consideration could be given to whether recognition could be gained through the use of a trust 
mark or as an additional entry into the WHOIS record as suggested by some stakeholders, or a 
combination of both. Minimum standards for registrars were also suggested and could be taken up 
as part of the review of the Registrar Agreement. 
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Part X: Other Views on the Proposed Service 
 

In addition to their views on specific proposals, the consultation also asked stakeholders for their 
views on the question of whether “Nominet should consider the provision of a .uk domain name 
service with enhanced security and registrations directly at the second level”. Respondents were 
able to indicate whether they agreed with this statement from the following options: 
 

• Yes, as we have outlined above 

• Yes, but with different features to those we have outlined 

• No, not under any circumstances 

This question was potentially confusing to respondents. Due to the complex nature of the direct.uk 
proposal, this question was asked after all the specific features had been explained. However, the 
answer “Yes, as we have outlined above” could have been misinterpreted by many as “Yes, but with 
the changes that I have outlined above in response to the other questions”. Exemplifying this, in the 
comments for 11a and 11b, a significant minority of respondents expressed concern or 
disagreement with the direct.uk proposal, even though they answered “Yes, as we have outlined 
above” to 11a. 
 
The question also contained two aspects: (a) a more secure .uk domain name service, and (b) 
registrations directly at the second level. For example, respondents who, agreed with the principles 
of (a), but under no circumstances (b), the multiple choice answers available may not have fulfilled 
their needs. 
 
Table of written responses to question 11a: 
 

Yes, as we have outlined above 40% 

 Answered “Yes, as we have 
outlined   above”, but their 
comments indicated disagreement 
/ not convinced 

   14% of 
   “Yes, as we 
   have 
outlined 
   above” total 

Yes, but with different features to 
those we have outlined 

12% 

No, not under any circumstances 40% 
Don’t know 7% 

 
Given these potentially confusing factors, closer examination of the overall positive, negative, and 
other comments to each individual feature and questions are appropriate. 
 
Stakeholders were also asked for any further comments on the consultation or the proposals. 
Additional views not already captured in the body of the summary document are outlined here along 
with the statistical feedback to the question.   
 
Lack of clarity or detail 
 
Stakeholders felt that there was a lack of detail in the consultation and that a number of the 
proposed methods of implementation required further thought.  
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There were comments of a lack of detail or thought behind some of the proposed features or the 
service as a whole. Some of these comments asserted that the service underpinning the objectives 
had not been afforded enough consideration, and a variety of suggestions were subsequently 
offered by stakeholders that they considered would strengthen the service’s ability to meet its 
stated objectives of security. This was in contrast to other comments that the proposed service was 
a disproportionate response that would not deliver the benefits it promised, whilst having a negative 
impact on existing registrants.        
  
A lack of clarity may have influenced the way in which these stakeholders construed a number of the 
questions or their responses to some of the proposed features as they tended to dismiss the 
rationale of the proposal’s features as either unsubstantiated or misrepresented.  
 
Objective 
 
Some stakeholders disagreed with the objective of the proposals  
 
Feedback from a small minority of respondents questioned Nominet’s motives in considering the 
release of direct.uk, and stated that Nominet was deficient in its duty to the .uk community in its 
consultation, giving rise to instability and uncertainty in the .co.uk market as a consequence. A small 
number of stakeholders, predominantly Nominet members, alleged that the proposals were simply a 
profit-generating exercise benefitting Nominet and its larger retail registrars, and they frequently 
suggested that if Nominet were primarily motivated by the objective of enhancing security then the 
Company ought to implement security across the existing .uk register. In a handful of cases, this was 
accompanied by broader criticisms of the aims and motivations of Nominet itself. 
 
The evolution of the domain name space was cited in the consultation as an issue with which 
Nominet was seeking to ensure that the UK domain space kept pace.  With the foreseeable 
introduction of up to 1,400 new gTLDs in the coming years, some respondents saw the proposed 
features as a timely strengthening of the core foundations of the .uk domain space. But some 
stakeholders, including some Members and smaller registrars, questioned whether gTLDs would 
have any discernible impact on registrant demand or the strong brand recognition already 
associated with .uk domains. Other stakeholders who were unconvinced by the proposals suggested 
that Nominet build on the likelihood that end users would gravitate towards domains that they 
“know and trust”, ie. .co.uk, and seek to consolidate the recognition in .co.uk rather, rather than 
pursue the proposals which they felt would dilute this recognition. 
  
Secretariat commentary: Taking this into account there is evidence to suggest that further 
strengthening the existing .uk brand may be considered a credible alternative in terms of the 
delivering many of the objectives outlined in the consultation.     
 
Pricing 
 
Stakeholders felt that the estimated price point did not reflect the value of a differentiated service 
 
The consultation made clear that a final price for direct.uk domains had not been set, however, to 
help shape expectation an estimated maximum wholesale price point of £20 per year was set out in 
the document. This was higher than the wholesale price of .co.uk registrations reflecting the 
additional features of the proposed service, but would, it was considered, still be competitive with 
many other Top Level Domains. Several registrars and registrants submitted feedback questioning 
the basis for what they considered to be a dramatic increase in registration pricing in comparison to 
the proposed features. As noted in the feedback to the security proposals, the direct.uk service was 
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frequently perceived as being an “upgraded” or “enhanced” version of existing .uk second level 
domains rather than a differentiated service. The views that the direct.uk service was overpriced 
therefore highlighted that whilst the estimated price point was considerably higher than .co.uk 
domains, it was still at a level that enabled comparison between .co.uk and direct.uk. Some 
stakeholders, in the absence of a clear cost-justification for the suggested price, asserted that this 
would be ‘profiteering’ by Nominet.   
 
Secretariat commentary: If the direct.uk proposal goes ahead, consideration should be given to 
providing a clear cost-justification for the proposed wholesale price. 
 
Impact on business and SMEs 
 
Stakeholders were concerned about unintended costs or consequences for business 
 
Some stakeholders, including small business representatives, suggested that the service could 
increase bureaucracy associated with obtaining a domain. As such, they raised concern that UK 
businesses who wish to register a direct.uk domain to signal their UK presence or to target their UK 
audience, might be put at a disadvantage in comparison to overseas businesses registering in other 
country codes that operate lower barriers to entry.  
 
By raising the costs and barriers to registering a domain name, some respondents felt that Nominet 
would be placing additional costs on UK businesses at a difficult time and would be moving away 
from the low entry-barrier model that enabled .co.uk and its registrants to grow. This, they argued, 
would be counter-productive in terms of delivering one of the key objectives that direct.uk set out to 
achieve, namely to stimulate the role of e-commerce within the UK’s economy.  An alternative view 
was that UK businesses would benefit from the enhanced security and that this would go some way 
to supporting the digital economy. 
 
A sense of apprehension from a number of SME respondents towards the direct.uk service could be 
detected. This was based upon the anticipated impact that the new service could have on them, 
which the feedback suggests was not confined to financial factors such as defensive registration 
costs or auction fees. Separate concerns were expressed relating to an increased bureaucratic 
burden associated to more intensive data verification procedures, whilst a number of respondents 
touched upon the need to educate consumers of the switch to a new domain and the reasons for 
doing so.  Some SMEs commented that following years of investment in establishing an online 
presence in the .co.uk domain space they are ill equipped to absorb these additional costs and invest 
to the extent required to establish a direct.uk presence.  This, it was suggested, may leave them 
particularly exposed to the consumer perception that .co.uk is “less secure” or “less trusted”.    
 
Education and Awareness 
 
Education plays an important role in raising consumer awareness  
 
As recognised in earlier sections of the summary, the levels of consumer awareness and 
understanding of many of the features and the domain name system generally, vary greatly.  It 
follows that it was widely considered that for the direct.uk service to develop into a relevant and 
sustainable domain space, steps to communicate the value of the additional features would be 
necessary. A number of respondents pointed to the need for a significant branding and education 
programme requiring generous investment if it is to be successful in penetrating consumer 
consciousness. This point was reinforced by feedback suggesting that a significant proportion of end 
users do not recognise distinctions between existing .uk SLDs in spite their longstanding availability 
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in the market. Some stakeholders, including registrars, civil society, and those working in internet 
security queried whether Nominet would be best positioned to deliver such a consumer-driven 
campaign and how it would balance awareness raising whilst avoiding a message that would 
undermine longstanding trusted registrants of .co.uk domains. 
 
Consultation Process 
 
As noted in the introduction, the decision by Nominet to conduct a public consultation on the 
direct.uk proposal drew some strong criticism from a small minority of respondents. Their grounds 
for their opposition included a perceived negative impact on the value of their existing .uk domains.  
Some of these comments went further and suggested the tone of the consultation implies that the 
decision to proceed was a fait accompli, which they felt contributed further to market uncertainty 
and discouraging investors from making any decisions to proceed buying a domain in the secondary 
market until the outcome of the consultation was reached. Generally speaking, the respondents who 
raised these criticisms were also opposed to the direct.uk service as a whole and tended not to 
support the underlying rationale. 
 
The extent of the consultation outreach did receive a number of positive comments and Nominet’s 
commitment to the multi-stakeholder approach to policy development was commended. In contrast 
however, a number of the respondents who were opposed to the proposal, were critical that 
Nominet had not contacted all individual registrants of .uk domain names with a view to informing 
them of the consultation, which they interpreted as an attempt to avoid soliciting negative feedback. 
As noted in the introduction to the summary, the consultation on the direct.uk proposals was the 
largest and most extensive public consultation exercise ever undertaken by Nominet. Particular 
efforts were made to engage with organisations representing small as well as large business 
interests, the registrar channel, and public authorities to gauge the broader public interest. Through 
the process of consultation Nominet has welcomed all perspectives from stakeholders, including 
positive and negative feedback, or otherwise.  
 

 
 
Nominet would like to extend our thanks to all stakeholders who took the time to contribute to the 
consultation on the direct.uk proposals. We received more than 1,100 inputs from organisations 
and individuals across sectors covering small and large business, brands and IP, registrars and 
hosts, academia, security, public authorities, consumer interests, and civil society. These 
contributions included completed consultation documents, written submissions such as letters and 
emails, as well as telephone calls. Many stakeholders also shared their views and expertise 
through the series of five roundtable events that were held in London and around the country in 
Manchester, Cardiff and Glasgow. We would further like to extend our appreciation to those 
organisations that supported the process of awareness-raising amongst their own stakeholders.  
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