PROTECTIVE DNS SOLUTION

CYBER SECURITY FOR
GOVERNMENT INSTITUTIONS
Benefits of the
NTXsecure service
Detection

The Domain Name System (DNS) plays a critical role in every
network – it is the technology standard used to turn humanly
understandable domain names into internet protocol (IP)
addresses understood by machines.

Response

Yet it is often overlooked by many security solutions,
the ‘open backdoor’ for cyber criminals.

Reduce time-to-detection of
known and unknown threats

Improve time-to-respond of
live attacks

Efficiency

Increase effectiveness of
existing solutions

ROI

Future-proof your security
investment

Analysis

Instant post-breach forensics

Nominet’s NTXsecure service is a key component in cyber
resilience, essential for any government. It is designed to predict,
detect and block threats at the DNS level before they cause harm,
enabling you to build defenses against malware, phishing and
data loss.
With NTXsecure, you gain ground-breaking DNS based threat
monitoring and analytics, proactive threat blocking and a team
of DNS experts who are dedicated to protecting your institution.
We will help you understand your network better, and adapt and
respond to emerging threats faster. This saves you the time and
money you’d spend training, hiring and keeping these valuable
specialist skills in-house.

The Protective DNS service is
not just to block harmful sites,
but to notify the public bodies
about any issues so they can
fix them. It is currently being
used by more than 200 public
sector organizations across the
UK. The DNS service has now
detected and blocked attempts
to access over 30 million
malicious websites.
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30 million
DNS queries to
malicious sites
blocked

NCSC Benefits
•
•
•

Greater organizational cyber
resilience
Informing and supporting
UK government cyber
incident response functions
Centrally funded - ‘free at
point of use’

UK Government Case Study
Nominet has delivered the Protective
DNS service on behalf of the UK’s National
Cyber Security Centre’s (NCSC) Active Cyber Defence program
since its inception in 2016, improving national resilience by
protecting the UK government’s internet traffic.
The Protective DNS service is a highly scalable and resilient
managed service, which runs using Nominet’s NTX platform on a
dedicated infrastructure, delivering answers to DNS queries, but
blocking any queries to malicious domains.
It gives government greater organizational cyber resilience,
protecting users from known malicious sites, as well as informing
and supporting UK government cyber incident response functions
to manage the impact of cyber attacks.
As a centrally managed and funded service, the Protective DNS
service is a highly effective, scalable and cost-effective method
of protecting all central and local government entities. With
this solution each department benefits from the service rather
than using unnecessary resource and budget to procure its own
protective DNS service. At the same time as delivering the most
cost-effective solution, the UK government benefits from sight of
malicious internet behavior across government. It uses commercial,
government and community sources to be continually updated
with knowledge of malicious domains.
The UK Protective DNS currently responds to >5 billion queries per
month and has blocked ~30 million DNS queries to malicious sites
and malware hosts. The service also provides detailed analysis to
NCSC, identifying a diverse range of threats on the government’s
networks, enabling subsequent mitigation and proactive action to
be taken where appropriate.
Our Protective DNS solution delivered to UK government reduces
risk and investment while enhancing insight into threats and
mitigation against cyber attacks.

About Nominet

Nominet is a limited by guarantee ‘Profit with a Purpose’ company with offices in the UK and US;
we have operated at the heart of the internet infrastructure for over 20 years. Our model provides
stability, certainty and a truly strategic outlook, with profits re-invested into the business and into
programs that will deliver a more connected, inclusive and secure digital future for all; connecting
more people and things to the internet, increasing digital skills and promoting online safety.
Nominet runs Critical National Infrastructure for the UK and operates one of the world’s largest domain
registries, with 12 million domains under management and a DNS infrastructure that handles more
than 150 billion queries per month. Nominet’s cyber security offering, the NTX platform, is available
for governments and enterprises globally.
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